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AHHOTaUMA

[JaHHbIN AOKYMEHT COAEPXUT 06LWy0 MHDOpMaUKMO NO MCMONb30BAaHMIO MPOrpaMMHOIro NMpoaykTta
«XKTAM.00083-01 90 07. Kpuntollpo CSP. MNMpunoxeHne KOMaHAHON CTPOKW», nMpeaHa3HayYeHHOro Ans
paboTbl Cc cepTudukatamMnm C MUCNOSb30BAaHMEM MHPPACTPYKTYPbl OTKPbLITbIX KJOYEN, wundpoBa-
Hus/pacwmdpoBaHna cooblieHunit, copepxawmxca B dalax, COo34aHMSA/NPOBEPKN 3MEKTPOHHbIX
NnoANMCEN N X3WMPOBaAHUSA COOBLEHN, coaepxawmxca B danine wam rpynne dhannos.

1. CuctemHble TpeboBaHus

Windows
BktoyaeT nporpaMMHo-anmnapaTtHblie cpeabi:

=  Windows 2003/Vista/2008/7/2008R2/8/2012/8.1/2012R2/10/2016 (ia32, x64).
LSB Linux

BkntouvaeT amctpubyTtmebl Linux Standard Base ISO/IEC 23360 (ia32, x64), yaoBnetBopswLlmne
CTaHgapTty LSB 4.x:
= CentOS 4/5/6/7 (ia32, x64)
T4 OC ANC ®CCIN Pocecum (GosLinux) (x86, x64)
Red OS (x86, x64)
Fedora 23/24/25 (x86, x64)
Linpus Lite 1.3 (ia32)
Mandriva Enterprise Server 5, Business Server 1 (x86, x64)
Oracle Enterprise Linux 4/5/6/7 (ia32, x64)
Open SUSE 13.2, Leap 42 (ia32, x64)
SUSE Linux Enterprise Server 11SP4/12, Desktop 12 (x86, x64
Red Hat Enterprise Linux 4/5/6/7 (ia32, x64)
CnHTte3-0C.PC (x86, x64
Ubuntu 10.04/12.04/12.10/13.04/14.04/14.10/15.04/15.10/16.04/16.04.1/16.10 (ia32,
x64)
* Linux Mint 13/14/15/16/17/18 (x86, x64)
=  Astra Linux Special Edition (x86-64)

= ALT Linux 7 (ia32, x64);

= ROSA 2011, Enterprise Desktop X.1 (Marathon), Enterprise Linux Server (x86, x64);

=  POCA XPOM/KOBANIbT/HUKE/b (x86, x64);

= Debian 7/8 (ia32, x64, MIPS);

* FreeBSD 9/10, pfSense 2.x (ia32, x64);

= Solaris 10/11 (sparc, ia32, x64);

= AIX 5/6/7 (Power PC);

= Aplei0S 6.0/6.0.1/6.0.2/6.1/6.1.2/6.1.3/6.1.4/6.1.5/6.1.6/7.0/7.0.1/7.0.2/7.0.3/7.0.
4/7.0.5/7.0.6/7.1/7.1.1/7.1.2/8.0/8.0.1/8.0.2/8.1/8.1.1/8.1.2/8.1.3/8.2/8.3/8.4/8.4.
1/9/9.0.1/9.0.2/9.1/9.2/9.2.1/9.3/9.3.1/9.3.2/9.3.3/9.3.4/9.3.5/10
(ARM, arm64, arm7s);

= Mac0S X 10.7/10.8/10.9/10.10/10.11/10.12 (x64);

BupTyanbHbie cpeabl

Microsoft Hyper-V Server 2008/2008R2/2012/2012R2/2016 (x64);
VMWare WorkStation 11/12 (x86-64);

VMWare Player 7/12 (x86, x64);

VMWare Sphere ESXi 5.0/5.1/5.5/6.0 (x64);

Virtual Box 3.2/4.0/4.1/4.2/4.3/5.0/5.1 (x86, x64);

RHEV 3.4/3.5/3.6/4.0 (x64).

MpumeyaHme: MopsaoK M CPOKM IKCMSyaTaumm onepaumoHHbIX CUCTEM, B cpeae KOTOpbIX (PyHK-
unoHunpyet CK3U, onpenensaioTca Npon3BoamnTensiMm onepaumoHHbIX CUCTEM.
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2. icnonb3oBaHWe NporpaMmbl

2.1. 3anyck nporpammel

MporpaMma peanusoBaHa B BMAE UCMNONHAeMoro daina «cryptcp.exe».
[ns ee 3anycka He06X0AMMO BbINOSIHUTL C/IEeAYHOLLY0 KOMaHAy:

[myTs]cryptep [<komanaa> [<onuuu U panabr>||

OyTh MYTh K MECTOPACIIOIOXKEHHUIO MPOrpaMMbl (Harpumep, «C:\utils\»);
cryptcp wuMs ucnonHseMoro ¢aiiyia IpUIoKEeHUs;
KOMAaH/Ja OJIHA U3 JIOMYCTUMBIX KOMaH/[ (CM. HUXKE);
ONIMH TapaMeTPbl KOMaH bl (CBOM JJISl KAXKI0W KOMaH/1bl), HAUMHAIOLIHECS C «-;

¢aiiapl  MMeHa OAHOTO WM IBYX (ailyioB, B 3aBUCUIMOCTH OT KoMaH kL. [lopsiiok ¢aiinos B
KOMaHJTHOW CTPOKE OTHOCHUTENIBHO JIPYT ApYyra JOJKEeH ObITh TaKOM, Kak yKa3aHo B
OIMCAaHUU KOMaH/BbI.

MpuMmeuyaHume: K NoOHATUIO pain TakxkKe OTHOCATCA Macku ansos.

Ecnn He ykasaTb KOMaHAy, TO Ha 3KpaH BbIBOAWTCHA CMUCOK BCEX AOCTYMHbIX KOMaHA4 C MX
KpaTKMM onucaHueMm. [ng nonydvyeHusa 6osee geTasbHOro onucaHus onpenesieHHoW KoMaHAbl, Heo6-
xoaAnMo ykasaTtb onuuio -help.

Mpu onncaHnm onuunin 3Be3godkon (*) nomMeyeHa onums No ymonyaHuto (419 HECKONIbKUX B3a-
MMOUCKIOYaoLWMX ONUnmn).

2.2. Kputepuin nomcka ceptndumnkaTon

Kputepuii noucka ceprudukaron (nanee — KIIC) ucnons3yercs 1 3ajaHus CBEIEHUN O CyObeK-
Tax, YbU cepTUPHKATHI OyyT UCIIOIB30BATHCS MPH BHIMOJIHEHUN KOMaH bl (Hanpumep, uQpoBaHue UIN
noanuck AaHHbIX). Eciu komanaa takoBa, yto KIIC nomkeH yaoBIeTBOPATH TOJIBKO OAMH CEpPTU]UKAT,
to Takoil KIIC 6yner o6o3nauarses KIIC1. KIIC 3agaercs B popme oniuii KOMaHIHOW CTPOKH, KOTOPbIE
HMMEIOT CIIEAYIOIIUI CUHTaKCHC:

[-dn <RDN>|n pa3 [-issuer <RDN>]m pa3[-{m|u}[<ums>]|-f <daiia>]k pa3 [-thumbprint <oTneua-
tok>] [-all|-1|-g[N]] [{-nochain|-errchain [-norev]}]

-dn ykazanue crpok ais noucka B RDN (nHave mouck He 3aBucut o RDN). Ecnin
BBOJIUTCS] HECKOJIBKO CTPOK JJIsl TIOMCKA, TO OyJeT HailieHo Oosbliee KOJIUYECTBO
cepTu(duKaTos;

RDN cnmcok cTpok (4epes 3amsTyio), UCTIOIb3yEeMBbIX JUIsl TOMCKa CepTUPHUKATOB. Oy-
IyT HaiineHsl cepTudukarel, B RDN cyObekTa/u3aarens KOTOPbIX IPUCYTCTBYIOT
BCE 3THU CTPOKH.
-issuer wmcrnonb3yercss RDN uznmaTens mist moucka
-m nouck ocymecTsisgercsa B xpanunuiax komnstotepa (LOCAL MACHINE);
-U* mowuck ocymectisiercs B xpanuwiuiax noss3osarenst (CURRENT USER);
HMs  Ha3BaHUE XpaHWwiInia (o ymondanuto «My» ais cozgaHus moInucH WM pac-
mmdpoBku 1 «My+Addressbooky» st octanbHBIX CiTydacs);
-f B xayecTBe XpaHMJIMIA UCTIOIB3YETCs cOOOIIeHUe UK (aiin cepTudukara,
daiin  ums Qaiina;
-thumbprint ornedarok ceprudukara;
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-all* ucnonw3oBatk Bce Hailnennsle cepTudukarsl (* misa KI1C);
-1* Oyxer HaliieH TOJIbKO 0JIMH cepTudukar, nHaue — omnodka (* s KIIC1);
-q[N] ecnu Haiineno meHee N cepTrdUKaTOB, TO BEIBECTH 3aIIPOC ISl BHIOOpA HYKHO-

ro (mo ymomauanuio N=10);

-nochain He mpoBepsATH LENOYKU HAWJACHHBIX CEPTU(UKATOB,

-NOrev He MpOBEPATH CePpTH(UKATHI B LIEMOYKE HAa MPEAMET OTO3BAaHHOCTH;

-errchain 3aBepuiaTh BHIIOJHEHUE C OIIMOKOMN, €CIHM XOTS ObI OIMH cepTH(UKAT HE MPO-
1IeJ MPOBEPKY.
[Tpumepst ucnonszoanust KIIC MoxHO HAalTH B OMUCAHUSAX KOMaH]I, UCTIOIb3Y-
IOIIHX €TO.

MpumeuaHnme: Ecnm BHyTpUu onumm mma nnn RDN npucyTcTBytoT npobensl, To ee Heobxoaun-
MO 3aKJ/1H0UYUTb B KaBblYKW. TO e OTHOCUTCS K MMeHaM hannoB 1M nanok.

Mpumep:

MUBaH UBaHOB,a@b.c — HEBepHOo;
“UBaH UBaHOB,a@b.c” - BepHoO;
CN=MBaHoB,E=a@b.c — BEpHo.

2.3. KomaHab! wudgpoBaHus/pacwumngpoBaHus

st Toro, 4To0b! 3ammdpoBaTh JaHHBIE M CO3/1aTh COOOIIEHHE, HEOOXOIUMO BBITOIHHUTD CIIEAY-
IOLIYI0 KOMaH/y:

-encr <KIIC> [-der] [- strict] [-encryptionAlg <OID>] <BxoaHoii ¢aiiinr> <coobmenue>

KIIC KIIC nonmyuareneit;
-der wucnons3oBatk popmatr DER Bmecto BASE64;
-strict Mcnonb3oBaTh omHO3HAUHOE KoaupoBaHue DER (a ne BER);
-encryptionAlg 3anmate anropuT™ mmppoBaHUsS
BXO/HO# (paiin  Qails, coaeprkauii BXOIHbIE JaHHBIE;
coodmenne (aiia, KOTOpBIN OyaeT coepKaTh CO3aHHOE COOOIICHHE.

MpumeuaHme: [ Toro 4ytobbl 3awmndpoBaTh AaHHble «Ha cebs», Heobxoanmo ykasatb KIMC
cBoero ceptudukara.

MpumMmepbl:

cryptcp -encr -dn "MBaHoB lMeTp,ivanov@bank.ru" -uMy -der test.txt testl.msg

3awundpoBaTtb cogepxmnmoe danna "test.txt" B "testl.msg" (6buHapHbIn dopmaT), MCnonb3lys
BCE ceptudwmkatbl xpaHunuwa "Jinuneie" ("My") Tekylwero nonb3osaTens (a HE OKaJbHOIO KOMMbIO-
Tepa), coaepxawue B nosne "Cybbekt" ("Subject") noacTpoku "MeaHoB MeTtp" n "ivanov@bank.ru".

cryptcp -encr -f "a:\Petr's cert.p7b" test.txt testl.msg
3awundpoBatb cogepxummoe danna «test.txt» B «testl.msg» (popmaTt BASE64), ncnonb3ys
ceptudukaTt 13 danna «a:\Petr’s cert.p7b».

st Toro, yToOBI pacuindpoBaTh JaHHBIE U3 COOOIIECHUS, HEOOXOAMMO BBIMIOIHUTH CIEIYIOIIYIO
KOMaH/y:

-decr <KIIC1> [-start] [-pin <mapoab>|-askpin| <coo6meHue> <BbIX0aHOIi (aiin>

KIIC1 KIIC nomyuarens;
-start OTKpBITH (3aMyCTUTh) MOTYUYSHHBIN (aii;
-askpin  3ampocuTh MapoJib KJIYEBOr0 KOHTEHHEpa ¢ KOHCOIIH;
-pin  3amaTh MapoJk KIOYEBOTO KOHTEHHEPA,;
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napojb Tapojb K KIUYEBOMY KOHTCHHEDY;
coodmenue (Ghaiii, coaepkammuii cooOIIeHne;
BBIXOHOI# ¢aiin  Qaiin, B KOTOPHI OyayT 3aMMCaHbl JaHHbBIE U3 COOOIICHHUS.

MpumMep:

cryptcp -decr -dn "MBaHoB lMeTp,ivanov@bank.ru" -start test.msg test2.txt

PacwmndposaTb coobuieHne mn3 danna «test.msg» B dann «test2.txt», ncnonbays 3akpbiTbiit
KJ1H04, CBSI3@HHbIA C cepTUdUKaToM XpaHunuwa «JimyHbele» («My») TeKywero nosb3oBaTens, coaep-
xawmnm B none «CybbvekT» («Subject») noactpokn «MBaHoB MNeTp» u «ivanov@bank.ru», a 3aTtem
OTKpPbITb NONyYEeHHbIN dain.

2.4. PaboTta c naketamu cdannos

[IpousBecT  X3UIMPOBAaHUE  COACPKUMOIO dailoB  ®  3ammMcaTh  pe3yiabTaT B
«uMs_ucxoaHoro_¢aiina.hshy MOXHO ¢ TOMOIIBIO KOMaH/IbI

[-dir <manka>] -hash [-provtype <N>] [-provname <CSP>] [-hashAlg <OID>]
[-hex] <macka ¢aiiaoB>

-dir ykaszaTh nanky s GaiyioB co 3HAUCHUSIMU XOUI-(DYHKIMH, HHAUE — TEKYIIIAs,;
-provtype ykazate TN Kpunronposaiinepa (N) (mo ymonuanuto 75);
-provname ykazaTb ums kpunronposaiinepa (CSP);
-hashAlg 3anmaTh aaropuT™M X3IIHMPOBAHUS
OID OID anropurma xamupoBanusi: 1.2.643.2.2.9 nia FTOCT P 34.11-94
-hex 3Hauenue x3m-QyHKIMK B (haiiie B BUIE MIECTHAIIATHPUIHON CTPOKH;
Macka (paiiJioB CTaHAapTHAs MacKa X3IIUPYEMBbIX (ailyioB.

MpuMmeuaHme: Ecnv onums -provname He ykasaHa, To byaeT ucnonb3oBaH nposangep no
YMONYaHUIO yKasaHHoOro tuna (-provtype). Ecnn ykasaHHas nanka He cyuwecTByeT, TO OHa byaet
co3paHa.

Mpumep:

cryptcp -hash -dir hashes -provtype 75 *.exe

MocuunTtatb 419 BCcex dhannoB C pacClMpeHneM «exe» TeKyllelh nanku 3HadeHme Xxaw-hyHKLmm
M 3anucaTtb MX B nanky «hashes». MNpu xawmpoBaHUM UCNONb30BaTb KpUNTONpoBanaep No yMmonya-
HUO ang Tuna 75.

[IpoBeputh 3HaueHue Xd1I-QyHKIUN ¢aiiaa, CO3MaHHOE C TMOMOIIBIO TPEIbIAYIIeH KOMAaHIbI,
MOYKHO C ITOMOIIBI0 KOMaH/IbI:

[-dir <manka>] -vhash [-provtype <N>] [-provname <CSP>][-hex] <macka ¢paiijioB>

-dir yka3zaTh manky juis (paiJioB cO 3HAYCHHUSIMH XATI-(DYHKITUN, HHAYES — TEKYIIas;
-provtype ykasate Tun kpunromnposaiiaepa (N) (mo ymomdanuto 75);
-provname yka3zaTh uMsl KpunromnpoBaiigepa (<CSP>);
-hex 3Hauenume xsm-pyHkuMu B (aiine B BUIE MIECTHAAIATEPUIHON CTPOKH;
Macka ¢aiijioB CcTaHJapTHas Macka MpoBepseMbIX (haitiioB.

MpuMeuaHune: Ecnv onums -provhname He ykasaHa, To byaeT ucnonb3oBaH npoBakgep no
YMOSYaHUIO yKa3saHHoro tmna (-provtype).

MpumMep:

cryptcp -vhash -dir c:\hashes -provtype 75 *.exe
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MNpoBepuTb ANA Bcex (alioB C pacluiMpeHUeM

«exe» TeKyu.l,eﬁ nankn 3Ha4yeHune X3Ll-

dYHKUMM, STaNOHHbIE 3HadYeHUs XpaHaTca B nanke "c:\hashes". Mpn Xx3wunpoBaHMM WCMOMBb30BaTb
KpuMnTonpoBanaep No ymMon4yaHuio anas tmna 75.

Coznatp noanucu ¢ailyioB U 3anucaTh UX B ailyibl «uMsi_HUCXOTHOTO (haiiia.sgny MOMKHO Cleay-

FOILIEN KOMAaHOM:

[myTh]cryptep -signf [-dir <manka>] <KIIC1> <macka daiiioB> [-cert] [-crl] [-der]
[-strict] [-sd<URL>] [-ss<URL>] [-nostampcert] [-stampchaincheck] [-xlongtypel]
[-cadesTSA<URL>] [-hashAlg <OID>] [-pin <mapoJs>|-askpin] [-display]

-dir

KIIC1
-cert
-crl
-der
-strict
-sd

-SS
URL

-nostampcert

-stampchaincheck
-xlongtypel

-cadesTSA
URL
-hashAlg
OoID
-askpin
-pin
napoJjb

-display

Macka ¢aiijioB

YKa3aThb HankKy IJiia (baﬁHOB C IMOAIUCAMHA, MHAYC — TCKYIIas,

KIIC aBropa noanucu;

N00aBIISATh B MOANUCH CEPTU(DUKAT OTIPABUTEIS;

N00aBJIATh B MOANNCH CIIUCOK OTO3BAHHBIX CEPTU(UKATOB;

ucnonb3oBats popmatr DER Bmecto BASE64;

Hcnonb3oBath oaHo3HauHoe koauposanue DER (a ne BER)

N00aBUTH B OIKCH IITaMII BPEMEHH Ha MOANUCHIBAEMbIE TaHHBIE (TTOAMMCaH-
HBII aTpuOyT);

N00aBUTH B OJIKCH ITAMII BpEMEHH Ha MOANUCH (HEMOAMMCAHHBIN aTpulyT);
azapec ciyx0bl mrtamnoB B Buje "http://..." (MOXHO 3a7aTh pa3HbIE [ OMIUH -SS
u -sd, HO, eclIu 3a1aH ISl OAHOM U3 HUX, TO MCIIONIB3YETCS U ISl BTOPOi);

He TpeOOBaTh BKIIIOYEHUS B IITAMII cepTU(UKATA CIIy>KObI IITAMIIOB BPEMEHU
(ucnonb3yercst BMecTe ¢ -Sd u/uiu -SS);

HPOBEPUTH LIETIOUKY cepTU(HUKATa B IITAMIIE BPEMEHH

cosnaBath noanuck CAJAES-X Long Type 1 (ecnu naHHbIi mapaMeTp 3a1aH, na-
pameTp -ss OyZeT NPOUTHOPUPOBAH)

ciyx0a mrammnoB Bpemenu it noanucu CAdES-X Long Type 1

azpec cinyx0bl mramnos B Buze "http://..."

3aJaTh JITOPUTM XJIIHPOBAHUS

OID anropurma xsmupoBanus: 1.2.643.2.2.9 nus TOCT P 34.11-94

3aIpOCUTH MAPOJIb KIFOYEBOTO KOHTEHHEpa ¢ KOHCOIIH;

3aJaTh [apoJib KJIFOUYEBOr0 KOHTEHHEPa;

I1apoJib K KIF0YEBOMY KOHTEUHEDY;

BBIBOAMTH HH(POPMALIMIO Ha SKPaH CPEJCTBA JOBEPEHHOTO0 OTOOPAKEHUS MOAIH-
CBIBaE€MBIX JTAaHHBIX;

CTaHJapTHasi MacKa MOANHUCHIBAEMBIX (ailyioB.

MpuMmeuaHue: Ecnv ykasaHHasa nanka He CyLlecTByeT, TO OHa 6yaeT co3aaHa.

Mpumep:
cryptcp

-signf

-dir \signs -uMyCerts -dn "WMBaHoB [leTp,ivanov@bank.ru" d:\*.doc -

sdhttp://cryptopro.ru/tsp/tsp.srf

[Toanucate COACPKUMOC BCEX q)aﬁHOB C paCclHIMpCHUCM «doc» u3 KOpHCBOﬁ narkKu auckKa ((d:)),

WCTIONB3Ys 3aKPBITBIA KITFOY, CBSI3aHHBINA ¢ cepTudukarom xpanwmiia «MyCerts» Tekyiero moip3oBa-
Tens, coaepkanmM B mosie «CyonsekT» («Subjecty) monctpoku «MBanoB Iletp» u «ivanov@bank.ruy,
MOJIyYEHHBIC MOJIMCH COXPAHUTh B MAmkKe «SigNS» B KOpHE TEKyIlero aucka. Kpome 3Toro, monyduTh
IITAMITBl BpEMEHH Ha KaXK[bIi TOAMICHIBAEMBIH (Daiiyl M BIOKHUTH HX B COOTBETCTBYIOIIHE TTO/IHUCH.

[TpoBepuTh MOANHUCH COACPKUMOTO (HalIoB, CO3aHHBIE C TOMOIIBIO MPEAbIAYIIEeH KOMaHJHbI,
MOYHO CIIEAYIOIINM 00pa3oM:
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[myTs]Cryptcp -vsignf [-dir <manka>] [-sd[<Bpemsn>]] [-ss[<Bpems>]]
[-xlongtypel | -nocades] <KIIC> <macka aiiios>

-dir
KIIC
Macka (aiijioB

-sd

yKa3aTrh Nanky ¢ (ainamu, cogepKaiuMu IOMUCH, UHAaYe — TeKYILas;

KIIC aBTopa noamnucu;

CTaHJapTHasi MacKa MpoBepseMbIX (haitiioB.

IIPOBEPUTH LLITAMI BPEMEHHU Ha MONMCAHHBIE JaHHbIE (IO CAaHHBIN

aTpulyT);

IIPOBEPUTH LITAMI BPEMEHHU Ha MOANKUCH (HENOAIMCaHHbINA aTpUOyT);
YKa3bIBAETCS B Uacax; €CliM YKa3aHo, TO IPOBEPSET, YTOOBI IITaMII ObLI ClIeaH He
paHee yKa3aHHOI'O KOJIMYECTBA YAaCOB Ha3aJl OT TEKYIEr0 MOMEHTA,

nposeputhb nmoanuck CAJES-X Long Type 1, KIIC 6yaet npourHopupoBad

-SS
BpeMs

-xlongtypel

-nocades 3anpeTUTh MCIIOJIb30BAHKE BIOYKEHHBIX B MOJITUCH JIOKA3aTEIbCTB

MpumMep:

cryptcp -vsignf -dir \signs -uMyCerts d:\*.doc -sd24

MpoBepuTb BCe dannbl ¢ pacwimpeHnem «doc» U3 KOPHEBOW Nanku AMcka «d:», UCMob3ys Co-
3[aHHble paHee NoAnuMcK M3 nanku «signs» B KOpHe Tekyllero ancka. lNMouck ceptudwukarta ang npo-
BEpKM noanucen nckatb B XpaHunuue «MyCerts» Tekywero nonb3osatens. Kpome atoro, npoBeputb
lWTaMn BpeMEeHU Ha NoANMCb (HEMOAMNMUCAHHbIA aTpubyT) N NpoBepUTh, YTOObI 3TOT WTamn 6bin BbliAaH

He paHee, YeM CyTKW Haszaa.

Jo6GaBuTh noanuck ¢aiina B 'ucXoAHBINA _(aiin.sgn' MOKHO KOMaHI0M

[nyTb]cryptcp -addsignf [-dir <nanka>] <KMNC1> <macka dainos> [-cert] [-cri] [-der]
[-sd<URL>] [-ss<URL>] [-nostampcert] [-stampchaincheck]
[-xlongtypel] [-cadesTSA<URL>] [-pin <naponb>|-askpin]

-dir
KIIC1
-cert
-crl
-der
-sd

-SS
URL

-nostampcert

-stampchaincheck

yKa3aTh Manky Juisd (aiiioB ¢ MOAMUCIMH, UHAYE — TEKYIIas;

KIIC aBTOopa noanucu;

J00aBIIATh B MOANUCH CEPTU(UKAT OTIPABUTEIIS;

J00aBJIATh B OJIUCH CIIMCOK OTO3BAHHBIX CEPTU(PHKATOB;

ucnonb3oBath popmatr DER Bmecto BASE64;

N00aBHUTH B TIOJIKCH IITAMII BpEMEHH Ha MONUCHIBAEMbIE TaHHBIE
(moamucaHHbIM aTpUOyT);

100aBUTh B MOJMUCH IITAaMI BPEMEHU Ha MOJNUCH (HEMOANMCAaHHBIA aTpUOyT);
aapec cnyxO0bI mTamnoB B Buje "http://..." (MOXHO 3a7aTh pa3HbIE [ OMIUH -SS
U -sd, HO, ecJIM 3aJlaH JJIsl OJJTHOM U3 HUX, TO UCIIOJIb3YETCS U JIJIsl BTOPOM);

He TpeOOoBaTh BKIIIOUYEHUS B IITaMII CepTU(HUKATA CITY>KObI IITAMIIOB BPEMEHU
(ucnosnb3yercst BMecTe ¢ -sd u/uim -SS)

IPOBEPUTH LIETIOUKY cepTU(HUKATa B IITAMIIE BPEMEHH

-xlongtypel mo6aButh moamuch CAdES-X Long Type 1 (ecnu maHHBIIH mapaMeTp 3ajaH,
napameTp -ss OyJIeT MPOUTHOPUPOBAH)
-cadesTSA ciyx6a mrammo Bpemenn st noamucu CAJES-X Long Type 1
URL anpec coyx0b! mtammnos B Buje "http://..."
-askpin  3ampocuTh MapoIb KIFOYEBOTO KOHTEHHEpa U3 KOHCOJIN
-pin  3a1aTh Mapojb KIOYEBOr0 KOHTEHHepa
napoJib Tapoib K KIFOUYEBOMY KOHTEHHEPY

Macka ¢aiijioB

MpumMep:

cryptcp
/testdocuments/*.doc

MacCKa JJIs 0T6opa OAIIMChIBACMBIX (I)aﬁHOB

-addsignf -dir /signs -uMy -dn "E=ivanov@test.ru, CN=Ivanov"
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MoanucaTb BCe dainbl C pacwmpeHnem «doc» nU3 anpektopun testdocuments ¢ nomoubio cep-
TUHUKATOB, HAXOASAWMXCA B XpaHunuwe «My» Tekyllero nonb3oBaTens, YAOBNETBOPSAOWNX cleny-
owmM kKputepusam: E=ivanov@test.ru, CN=Ivanov. NMoanucun gobaButb B halifbl, pacrnosioXXeHHble B
OVNPEKTOPUM Sings, COOTBETCTBYIOLLME YCNOBUIO 'MCXOA4HbIV_darin.sgn'

2.5. PaboTa c noanucamm

[ToanucaTs JaHHBIE U CO371aTh COOOIICHUE MOKHO CJICTYIOITUM 00pa3oM:

[myTs]cryptcp -sign <KIIC1> [-nocert] [-crl] [-der] [-strict] [-authattr <aTpuéyT>]n pa3
[-attr <aTrpubyT>]K pa3 [-sd<URL>] [-ss<URL>] [-nostampcert] [-stampchaincheck] [-xlongtypel]
[-cadesTSA<URL>] [-hashAlg <OID>] [-pin <mapoJsb>|-askpin] [-display] <BxoaHoii paiia> <co-

KIIC1
-nocert
-crl

-der
-strict
-authattr
-attr
aTpulyT

-sd

-SS
URL

-nostampcert

-stampchaincheck
-xlongtypel
-cadesTSA

URL

-hashAlg

OID

-askpin

-pin

nmapoJb

-display

BXOJHOM aiin

odueHue>

KIIC aBTopa noamnucu;

HE 100aBIATH B COOOMIEHNE cepTU(UKAT OTIPABUTEIIS;

no0aBJIeHHE CIIMCKA OTO3BAaHHBIX CEPTU(HUKATOB;

ucnoibs3oBath popmat DER BmecTto BASE64;

Hcnonp3oBats oaHo3HauHOE Koauposanue DER (a ne BER);

J00aBUTH MOITMCAHHBINA aTPUOYT B TIO/IIIHCH;

00aBUThH HEMOJITUCAHHBIN aTPUOYT B MOJITUCH;

"<OID>,<¢aiin ¢ 3aKOAUPOBAHHBIM COACP)KUMBIM aTpuOyTa>"(TIpumep:
"1.2.3,attr.bin™);

N00aBUTH B MOJIKCH IITaMII BpEMEHH Ha MOANMCHIBAEMbIE TaHHBIE (ITOIMTUCAHHBIN
arpuoOyT);

N00aBUTH B MOJNKCH IITaMII BPEMEHH Ha MOANUCH (HENOIMUCaHHBINA aTprlyT);
aapec cnyxO0bl mTamnoB B Buje "http://..." (MOKHO 3a7aTh pa3HbIe JJIs OMIUH -SS U -
sd, HO, eciM 3a/1aH U1 OTHOM U3 HUX, TO UCHOJIB3YeTCs U AJIs BTOPOil);

He TpeOOoBaTh BKIIIOUYEHUS B IITAMII CepTU(HUKATA CITYKObI IITAMIIOB BPEMEHH (HC-
HOJIB3yeTCsl BMECTe ¢ -Sd W/uitH -SS);

IPOBEPUTH LIETIOUKY cepTHU(HUKATa B IITAMIIE BpEMEHH

nposeputh noanucb CAJAES-X Long Type 1, KIIC 6ynet npournopupoBan
cyx0a mramnoB Bpemenu it moanucu CAJES-X Long Type 1

azpec cayxO0bl mramoB B Buze "http://..."

3a/1aTh AJITOPUTM XAIIHUPOBAHHUS

OID anropurma xsmmpoBanus: 1.2.643.2.2.9 nust TOCT P 34.11-94

3aMpOCUTh MApOJIb KIFOUYEBOT0 KOHTEHHEpa ¢ KOHCOIIH;

3aJaTh MapoJib KIFOYEBOTO KOHTEHHEPA;

napoJib K KJII0UYEBOMY KOHTEHHepY;

BBIBOANTH MHPOPMALIMIO HAa SKPaH CPECTBA JOBEPEHHOTO OTOOPaKEHUS MTOITUCHI-
BaeMBIX JIAHHBIX;

daiin, coaepkamuii BXOAHbIC JaHHBIC,

coolmenue (Qaiisn, KOTOpBIK OYAET colepKaTh CO3TAHHOE COOOIIEHHE.
MpumMep:
cryptcp -sign  -mMy -dn CepoB -gq5 -nocert -crl -der test.txt test2.msg -

sshttp://cryptopro.ru/tsp/tsp.srf
MoanucaTb coaepxumoe danna «test.txt» n coszgatb noanmncaHHoe coobuieHne «test2.msg»

(B 6BMHapHOM Buae), He BKAO4atowlee B cebss MCnonb3yeMbll cepTU@UKAT, HO BKOYaKLLIEE CMUCOK
OTO3BaHHbIX cepTUdMKATOB LEeHTpa cepTudunkaumm, BblAaBLIEro UCMNonb3yeMbln cepTudukar. Kpome
3TOro, MONYYUTb WITAMN BPEMEHU Ha CO34AHHYIO MOAMUCb U BNOXUTb ee B coobuieHme. MNouck wmc-
NoNb3yeMoro cepTudukata NpoucxoanT crneayowmm obpas3om:

10



XKTAAN.00083-01 90 07. Kpunrollpo CSP. [Ipunoxenne KoMaHIHON CTPOKU

1. HaxoasaTca Bce CepTM(bVIKaTbI XpaHunuwa «JInyHble» TekyLlero rnosib3oBaTesid U JIoKanbHO-

ro KOMnMbloTepa.

2. Ecnn ux Hawnocb 6onee natu, To - owmnbka, nHave nosb3oBaTento 6yaeT NpeanoXxeHo Bbl-
6paTb 0AWMH N3 HaNAEHHbIX CEPTUDMKATOB.

J100aBUTH 3JIEKTPOHHYIO NOJIUCH B COOOIIEHUE MOYXHO C TIOMOIIIbIO BbI30BA:

[myTs]cryptcp -addsign <KIIC1> [-nocert] [-crl] [-sd<URL>] [-ss<URL>] [-nostampcert]
[-stampchaincheck] [-xlongtypel] [-cadesTSA<URL>] [-hashAlg <OID>] [-pin <mapoJb>|-askpin]
[-authattr <aTpu6yT>]n pa3 [-attr <arpudyr>]K pa3 <coodmenune>>

KIIC1
-nocert
-crl
-authattr
-attr
aTpudyT

-sd

-SS
URL

-nostampcert

-stampchaincheck
-xlongtypel

-cadesTSA
URL
-hashAlg
OoID
-askpin
-pin
napoJib
coo0IIenne

KIIC aBTopa noanucu;

HE JI00aBJIATH B COOOIICHNE CepTU(UKAT OTIIPABUTES,

no0aBlieHNE CIIUCKAa OTO3BAHHBIX CEPTU(PUKATOB;

N00aBUTh NOJIIMCAHHBIN aTpUOYT B MOJIIHCH;

N00aBUTh HEMOANNCAHHBIN aTpUOYT B MOAINUCH;

"<OID>,<¢aiin ¢ 3aKOAMPOBAHHBIM COJCPKUMBIM aTpuOyTa™>"(pumep:
"1.2.3,attr.bin™);

N00aBHUTH B TIOJIKCH IITAMIT BDEMEHHU Ha MOIMTUCHIBAEMbIE TaHHBIE (TIOITHCAaH-
HBIH aTpuOyT);

100aBUTh B OJNUCH IITaMI BPEMEHU Ha MOJNUCH (HENOANMCAaHHBIA aTpudyT);
azapec ciyxO0bl mTamnoB B Buje "http://..." (MOXHO 3a7aTh pa3HbIe [ OMIUH -SS
u -sd, HO, eciy 3a7aH JJIsl OJJHOM M3 HUX, TO UCIIONIB3YETCS U ISl BTOPOii);

He TpeOoBaTh BKIIOYEHHUS B IITaMII cepTU(UKATa CIyKObl ITAMIOB BPEMEHU
(ucronp3yercst BMecte ¢ -Sd u/nm -SS);

IIPOBEPUTH LIETIOUKY cepTU(HKATa B IITAMIIE BPEMEHH

no6asuth noanuck CAdES-X Long Type 1 (eciu gaHHbIi napaMeTp 3aJaH, mna-
pametp -ss OyAeT IPOUTHOPUPOBAH)

ciyx0a mrammnoB Bpemenu it noanucu CAdES-X Long Type 1

azpec ciyx0sbI mramnos B Buze "http://..."

3a7aTh AITOPUTM XAIIMPOBAHUS

OID anropurMma xsmupoBanust: 1.2.643.2.2.9 nna TOCT P 34.11-94

3aIpOCHUTh MAPOJIb KIFOYEBOTO KOHTEHHEpa ¢ KOHCOIIH;

3aJaTh apoJib KIIOUYEBOr0 KOHTEHHEPA;

I1apoJib K KIOYEBOMY KOHTEHHEDY;

¢aiin, coneprxamuii cooOuIeHuE.

MpuMeuyaHune: Vcnonb3yeTcs UCKIIYUTENBHO AN Aob6aBneHns nognucu B NOAMNUCAHHbIE CO-
obLweHnuna. [Ina TeKCTOBbIX UNK Apyrux dannos He paboTaer.

Mpumep:

cryptcp -addsign -m -dn "MBaHoB lNeTp,ivanov@bank.ru" test.msg

[JobaBuTb B noanucaHHoe coobuleHne «test.msg» nNoanucCb, NCNOMb3YS 3aKPbITbIA K/OY, CBS-
3aHHbIN C cepTUdUKaATOM XpaHunuuwa «JlndyHble» («My») noKasbHOro KOMMbIOTEpa, COAEpXKallMM B
none «CybbekT» («Subject») noactpokn «MBaHoB MeTp» n «ivanov@bank.ru». B go6asneHHyo noa-
nUcb ByaeT BKIOUEH CepTUMdMKAT OTKPbLITOro K/toya aBTopa MoAnucHU.

VY 1anuTh 3JIEKTPOHHYIO MOAMUCH U3 COOOIIEHUS MOKHO KOMaH/ 101

[myTs]cryptep -delsign <KIIC1> <coo0menune>

KIIC1 KIIC aBTopa noamnucy;
coodmenue aiii, comepkanuii COoOIIeHHE.

11
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IIpoBepka 3JIEKTPOHHOM ITOAIMCH

[myTh]cryptep -verify [<KIIC> | -verall] [-start] [-sd[<Bpems>]] [-ss[<Bpems>]]
<coo01eHne> [<BbIXOAHOM (ailir>]

KIIC KIIC aBTopoB noanuceit;
-verall mpoBepsTH Bce moanucu (MHaYe — ToabKo noanucu aBropos u3 KIIC);
-start OTKpBITH (3aIyCTUTh) MOTyYSHHBIH (aiin;
-sd  pOBEpHTH IITaMIT BpEMEHH Ha IOANMCAaHHbIe JaHHbIC (OANMCAHHBIN aTpH-
OyT);
-SS MPOBEPUTH LITAMII BPEMEHH Ha MOANUCH (HENOANMCAaHHbIN aTprOyT);
BpeMsl YKa3bIBAETCs B 4acax; €CJIM yKa3aHo, TO POBEPSET, YTOObI IITaMI ObUI cre-
JIaH He paHee yKa3aHHOI'0 KOJMYECTBa YacoB Ha3a OT TEKYIEro MOMEHTA,
-xlongtypel mposeputs noamuck CAJES-X Long Type 1, KIIC Gyner npournopupoBan
-nocades 3ampeTUTh UCIOIH30BAHKE BIOKEHHBIX B ITOJIHCH 10KA3aTEIbCTB
coodueHne Qailyl, coaepKammii COOOIICHUE;
BBIXOIHOM ¢aiia  (aiin, B KOTOPbIN OyayT 3aMCaHbl JaHHBIE U3 COOOIIECHUS.

MpumeuaHue: Ecnu B coobLeHNN COAEPXUTCA CcepTUdUKAT KOro-To M3 aBTOPOB NOAMUCEN, TO
NCNONb3YyeTCst MMEHHO 3TOT cepTuduKar.

MpumMmepsbl:

cryptcp -verify -dn ivanov@bank.ru test2.msg test2.txt

MpoBepuTb Noanucb coobuweHusa "test2.msg", nucrnonb3ys OAWMH U3 HAWAEHHbIX CEepPTU(UKATOB B
xpaHunuwax "Nmuyubie" ("My") n "Opyrue nonb3osatenu" ("AddressBook") Tekywero nonb3osaTens,
cogepxawux B none "Cybwekt" ("Subject") noactpoky “ivanov@bank.ru” n 3anucaTtb cogepxumoe
noanucaHHoro coobuweHmns B dann "test2.txt".

cryptcp -verify -sd3 test2.msg

MpoBepuTb BCe noanucu coobuieHuns "test2.msg"”, ncnonbsysa ceptudukaTtol, coaepKalunecs B
coobuweHun. Ecnm ansa kakon-nmbo nognmcu B cooblueHnmn ceptudukaTt He yaanocb HanTn, To
noANuCb npoBepeHa He byaeT. KpoMe 3TOro, NpoBEpUTL WTaMMN BPEMEHU Ha NOAMUCAHHbIE
AaHHble (NoANVCaHHbIM aTpubyT) U NpoBepuTb, YTOOLI 3TOT WTaMn 6bIN BblAAH HE paHee, YeM
Tpu 4aca Hasaa.

Jl06aBUTH HEMOAMUCAHHBIN aTPUOYT B MOAMUCH MOXHO C TIOMOIIIbIO KOMAH/IbI
[myTb]cryptep -addattr <KIIC1> [-attr <aTpuOyT>|n pa3 <cooOmeHue>

KIIC1 KIIC aBTopa noanucu;
-attr 1006aBUTH HETIOANMCAHHBINA aTPUOYT B MOJIINUCH;
arpudyt "<OID>,<¢daiin ¢ 3aK0JUPOBaHHBIM COAEP)KUMBIM aTpuOyTa™>"(Ipumep:
"1.2.3,attr.bin™);
—coodmeHue (haiin, coaepkamuii cooOIeHne.

MpuMmeuyaHue: lVcnonb3lyeTcsa MUCKAUMTENbHO AN AobaBneHns HenoanucaHHoro atpmbyTta B
nognucaHHble coobueHms. [ns TeKCToBbIX Unn gpyrmux dannos He paboTaerT.

2.6. PaboTta c ceptudukatamm

CKOHI/IpOBaTB CepTI/I(I)I/IKaTLI B 3aIaHHOC XPAHUJIUIIEC MOKHO C TIOMOIIBIO KOMAaHbI

12
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KIIC
-dm
-du*
NUMA
-df
daiia
-der

[myTs]cryptep -copycert <KIIC> [-{dm|du}[<umsa>]|-df <daiin> [-der]]

KIIC, xoTopble Ha/l0 CKONIUPOBATh;

konupoBaHue B xpaHwimie koMmibiorepa (LOCAL MACHINE);
konuposanue B xpanwiuuie nonb3onarens (CURRENT USER);
Ha3BaHWE KOHEYHOTO XpaHUJuIIA (110 yMoI4anuio “My”);

B KaUeCTBE XpaHWIUIIA UCIIOJIb3yeTcs (aitn ceprudukara;

nMms (aiina;

ucnoib3oBars popmat DER Bmecto BASE64 (Tonbko ¢ kitodom -df).

MpuMmeuaHue: Ecnn ykasaH knwd -df, To, B ciyyae, eciim HangeH TONMbKO OAMH cepTudukaT, co-
3paeTcs dhann Tuna «.cer», nHaye — «.p7b».

Mpumep:

cryptcp -copycert -u -df a:\MyCerts.p7b
KonupyeT Bce ceptudukatbl XpaHumnnwa <«JindHble» («My») Tekywero nosb3oBatens B daun
«a:\MyCerts.p7b» (B koanposke BASE64).

CkomnupoBath cepTU(UKAT U3 KIOYEBOr0 KOHTEHWHEpa B 33JJaHHOE XPAHHWIIUIIE MOXHO C IMOMOIIBIO
CHeAYoUIEd KOMaH bl

[myTs]cryptep -CSPcert [-provtype <N>] [-provname <CSP>] [-cont <koHTeiiHep>]

-provtype
-provname
-cont
-ku*

-km

-ex*

_Sg

-dm

-du*
HMA

-df

(paiia
-der

[-ku|-km] [-ex|-sg] [-{dm|du}[<ums>]|-df <paiia> [-der]]

ykazatb Tun kpunronposaiaepa (N) (mo ymonuanuto 75);

ykazath uMs Kpunronposaiiiepa (CSP);

3aaTh UMS KIIFOUEBOTO KOHTeiiHepa (110 yMOJIYaHUIO BBIOOP M3 CITHUCKA);
ucnoinbp3oBath KoHTelHep noib3oBaTens (CURRENT USER);
ucnosb3oBath kouternep kommbioTepa (LOCAL MACHINE);
UCIIOJIb30BAaTh KIII0Y JIJIs1 OOMeHa 3aiuppoBaHHBIMU JAHHBIMU;
MCIIOJIb30BAaTh KJIOY JIJIsl pabOThI C MOAMUCAMU;

KonupoBaHue B xpanunuiie komnbtorepa (LOCAL MACHINE);
konupoBanue B xpanwiuiie noyib3oatesnsi (CURRENT USER);
Ha3BaHHE KOHEUYHOr0 XpaHWIHILA (110 ymMomyaHuto “My”);

B Ka4eCTBE XPaHUJIMIIA UCTIONB3YETCSl COOOIICHUE WK (aiin cepTudukara;
ums ¢aiina;

ucnoinb3oBath popmatr DER BMecTo BASE64.

MpuMeuaHue: Ecnn onumsa -provname He ykasaHa, To 6yZeT Mcnonb30BaH nNposBanaep no yMmon-

YaHMIO yKa3aHHoro tuna (-provtype). [ns onepaunoHHbix cucteMm cemerctea UNIX B kayecTBe napa-
MeTpa onuuu -cont Heob6xoAMMO yKasbiBaTb MMS KOHTEMHepa BMeCcTe CO cuuTbiBaTenem B dopmare
"\\.\umsa_cuutbiBaTensa\nmsa_koHTtenHepa” (Hanpumep “\\.\HDIMAGE\cont_name”).

Mpumep:

cryptcp -CSPcert -km -cont WebServer -df a:\WebServer.cer -der

KonupyeT ceptudmkaTt M3 KI4eBOro KoHtenmHepa «WebServer» kpuntonposangepa no ymonya-
HUIO Ans TMna 75 nokanbHoro komnbtotepa B dann "a:\WebServer.cer" (B koguposke DER).

VY nanuth cepTUdUKAT U3 XPAHUIUIIA MOXKHO KOMaHI0H
[myTs]cryptcp -delcert <KITIC> [-yes]

KIIC KIIC ynanseMbIx cepTu(UKaTOB;
-yeS aBTOMAaTHYECKH OTBEYATH HA BCE BONPOCHI «lay.
Mpumep:
cryptcp -delcert -m -dn OldServer
13
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Ypanset Bce cepTudukaTbl XpaHunuwa «JIMdHbie» («My») nokanbHOro KOMMNbiOTepa, coaepxa-
wue B nosne «Subject» noacrpoky «OldServer».

2.7. PaboTta c 3anpocamMu Ha cepTudukaTr

Komanmga mist cozmanust 3anmpoca ceptudukara u coxpanenue ero B daiine PKCS #10.

[nyTe]cryptcp -Creatrgst -dn <RDN> [-provtype <N>] [-provname <CSP>] [-SMIME]
[-nokeygen|-exprt] [-keysize <n>] [-hashAlg <OID>] [-ex|-sg|-both] [-ku|-km]
[-cont <ums>] [-silent] [-pin <mapoab>|-askpin] [-certusage <OIDs>] [-der]

[-ext <pacmmpenune>|n pa3 <ums ¢aiiia>

RDN cnucok umen nosueit RDN (nanpumep: CN, O, E, L) u ux 3Hauenuii Bu-
na:<Uwmsllons1>=<3naueunellonsa1>[,<Umsllons2>=<3naueunellona2>...]

-provtype ykasate Tun kpunronposaiaepa (N) (mo ymonuanuto 75);

-provname yka3satb umsi Kpunrorpoaiigaepa (CSP);
-nokeygen HCIoib30BaTh CYHICCTBYIOIINE KITFOUX M3 YKa3aHHOTO KOHTEHHEpa;
-SMIME Bxmounts Bo3MoxkHocTd S/MIME (110 ymonm4anuto — HeT; Tosibko Windows);
-eXprt TOMEeTUTH KIIIOYH KaK IKCIIOPTUPYEMBIE;
-keysize ycraHOBUTH JUIMHY KiIO4Ya (n);
-hashAlg 3anmaTh anropuT™ X31MIUPOBAHUS
OID OID anropurma xamupoBanusi: 1.2.643.2.2.9 s TOCT P 34.11-94
-eX CO3JaTh/MCIONb30BATh KIFOUH /Il 0OMeHa 3an(ppoOBaHHBIMUA JaHHBIMU;
-Sg CO3IaTh/MCIIOJIB30BATh KIFOYH TOJIBKO IS PAOOTHI C TIOAMHCAMHU;
-both*  coszmaTw/ucnonb30BaTh 00a THITA KIHOYECH;
-ku* wucnone3oBate kouTeitHEp monb3oBatenss (CURRENT USER);
-km wucnonw3oBare koHTelHEep KommboTepa (LOCAL MACHINE);
-cont 3amaTh UM KIFOYEBOTO KOHTeliHepa (eciu 3a/1aHa onius -nokeygen u He 3ajaHa
omnuus -Cont — BEIOOp M3 CIIUCKA);
-silent reHepanus KiIro4a 6€3 MOIB30BATEIHLCKOTO HHTEPQEica KPUIITOIPOBaAEpa;
-askpin 3ampammBaTh MapoJb MPH CO3JJAHUH KITFOUYEBOTO KOHTEHHEpa ¢ KOHCOIH (TOJIBKO
UNIX);
-pin  YCTaHOBHTH MapoJIb MPH CO3JAaHNUH KIIFOYEeBOT0 KOHTeHHepa (Toiapko UNIX);
napoJib MapoJib K KJIIoueBoMy KoHTeiHepy (Toapko UNIX);

-certusage 3amatb Ha3zHaueHUs cepTudukara (OIDs). Ecnu HazHaueHui HECKOIBKO, TO HX
HE0OXOIMMO yKa3aTh uepes 3amnsaryto (Hanpumep, °1.3.6.1.5.5.7.3.4,
1.3.6.1.5.5.7.3.2”);

-requestlic 3ampocuts cepTuduKar, cogepkanmii pacumpenne ¢ aurnensueid Ha Kpunrollpo
CSP. V11 nomxeH ObITh HACTPOEH Ha BbIJJauy TaKUX CEPTU(DUKATOB;

-der wucnone3oBate popmatr DER Bmecto BASE64;
-ext 100aBUTH pacUIMpEeHHE K 3a1pocy;
pacumpenue uMs (aiina ¢ 3akonupoBaHHbIM pacipenueM (BASE64 unu DER);

umi paiia

uMs (aiina, B KOTOPOM CJIeyeT COXPaHHUTh 3aIpoc.

MpumMmeyaHue: Ecnu onuyma -provhame He ykasaHa, To 6y,u,eT MCnosib30BaH npOBale.ep no ymon-

YaHUIO yKasaHHoro Tuna (-provtype). [anee, ecnu He ykasaHbl onuun -nokeygen u -cont, To umMsa

KOHTEeMHepa CcreHepupyeT Kpuntonposangep. [Ans onepaumoHHbix cucteM cemenctBa UNIX B kaue-

CTBE napameTpa onuum -cont HeobxoAMMO yKa3biBaTb MMS KOHTENWHEepa BMecTe CO CYMTbiBATEsNleEM B

dopmate "\\.\umsa_cuntbiBatena\mma_xkoHTtenHepa” (Hanpumep, “\\.\HDIMAGE\cont_name”).
Mpumep:
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cryptcp
-dn

-creatrgst
"E=ivanov@bank.ru,CN=WBaHOB

75 Ivanov

-ku

-cont
-both

c:\request.der -provtype

MeTp"

-provname "Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider"
Co3paTb 3anpoc Ha cybbekT "E=ivanov@bank.ru,CN=WBaHoB MeTp", NCNONb3ysa OTKPbITbINA KJHOY,
CreHepupoOBaHHbIN B KOHTenHepe "Ivanov" Tekyuwero nonb3oBatens kpuntonposangepom "Crypto-Pro

GOST R 34.10-2001 Cryptographic Service Provider"

(tfvn - 75) wn coxpaHutb ero B dann

c:\request.der B koanposke Base64. HaszHaueHuMs koya - Nnognucb 1 wmndpoBaHme.

YcranoBka ceprudukara u3 daiina PKCS #7 unu daiina ceprudukara.

[nyTb]cryptcp -instcert [-provtype <N>] [-provname <CSP>] [-cont <umsi>] [-Ku|-km]
[-{dm|du}[<umsa>]] [-NOCSP] [-pin <mapoawb>|-askpin| <ums ¢paiina>

-provtype
-provname
-cont

-ku*

-km

-dm

-du*

UM
-noCSP
-askpin
-pin
napoJib
-enable-install-root

ums aiiaa

ykazatb Tun kpunronposaiaepa (N) (nmo ymonuanuto 75);

yKaszaTh uMs Kpunromnposaiiaepa (CSP);

3a7aTh UM KJIIOYEBOTO KOHTeliHepa (110 YMOJYaHUIO BBIOOP M3 CITUCKA);
ucnoinbp3oBath KoHTelHep noib3oBaTens (CURRENT USER);
ucnosb3oBath KoHTeHep komnbioTepa (LOCAL MACHINE);
ycraHoBKka B xpanunuiie kommneiorepa (LOCAL MACHINE);

ycraHoBKa B xpanuiuine nosbs3osarenst (CURRENT USER);

Ha3BaHWE KOHCYHOTO XPaHHUJIMIIA JJIS YCTAaHOBKH (110 yMoauaHuio «Myy);
HE COXPaHATh cepTU(PUKAT B KOHTEHHEPE KPUIITOIIPOBaiiiepa;

3aMpOCUTh MApOJIb KIIIOUEBOTO KOHTEWHepa ¢ KoHcomu (Tonbko UNIX);
3aJaTh NapoJib KI0YeBOro KoHrelHepa (Toiabko UNIX);

napoJib K KJII4eBOMY KOoHTelHHepy (Tosbko UNIX);

HE 3ampaiirMBaTh pa3penieHne Ha yCTaHOBKY KOPHEBOTO cepTU(UKaATa B Xpa-
Humie «JloBepeHHsie kKopHeBble HEHTPhD» (Root) (Tonbko UNIX);

ums (aiina, cogepxKamero ceprudukar

MpuMmeuaHue: Ecnm ykasaHa onuusa noCSP, To onumu provname, provtype, cont, km, ku urHo-
pupytoTcsa. Ecnm onumsa -provname He ykasaHa, To 6yaeT mcnonb3oBaH npoBakjep nNo yMOa4YaHuio
yKasaHHoro tuna (-provtype). [na onepaumoHHbIX cuctem cemenctea UNIX B kadecTBe napameTpa

onuun

-cont HeobxoAMMO yKasbiBaTb WMS KOHTEMHepa BMeCTe CO cuuTbiBaTenem B dopmaTe

"\.\numsa_cuuntbiBatena\nmsa_koHTtenHepa" (Hanpumep, “\\.\HDIMAGE\cont_name”).

W3Bneuenne nHpopMaluy 0 HaCTpOHKax MapaMeTpoB YUETHBIX 3amucel nmoip3oBatens Ha Y1

[myTb]cryptep -listDN [{-CA <agpec IIC>}|{-CPCA <aapec IIC>} [{-CPCA20 <aapec L1C>}]

-CPCA
agpec YII
-CPCA20
aapec YII

folder

ykazaTh ajapec BeO nunrepdeiica Kpunrollpo VI1I;

Buga \"http://XxX.yyy/zzz\" v \"https://xxx.yyy/lzzz\",

ykazatb ajapec Bed unrepdeiica Kpunrollpo V11 Bepcun 2.0;

Buga \"https://xxx.yyy/zzz/{folder}\";

o6o3navyaer GUID nmanku Y1 nnn myts nanku B uepapxuu nanok Y1, mpu sTom pas-

ACJIUTCIICM UMCH IIAIIOK B ITYTH ABJIACTCA CUMBOJI ‘|’

Perucrpanus nons3osarens Ha Y1

[myTh]cryptep -creatuser [-CPCA <aapec YII>] [-field <ID noJisi = 3nayeHue>|n pa3

-CPCA yxkazate aapec Beb unrepdeiica Kpunrollpo V1I;
aapec YII Buma \"http://xxx.yyy/zzz\" vom \"https://xxx.yyy/zzz\",
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-CPCA20
aapec Y1

ykasatb azapec BeO unrepdeiica Kpunrollpo V11 Bepcun 2.0;
Buga \"https://xxx.yyy/zzz/folder\"; folder o603nauact GUID nanku Y1 wiu

MyTh NanKu B uepapxuu manok Y1, npu 3Tom paznenureseM UMEH MarokK B
MYTH SIBJSIETCS CUMBOJ |’

-field
ID noas

no6aButh nosie B DN peructpupyemoro moyib30Baress
uaentudukatop nosst DN. Cnucok uaeHTUPUKATOPOB MOXKHO IOCMOTPETh

koman 10t cryptcp —listDN

NMpuMeyaHume: MNpy ycrnewHoM BbINOJIHEHMM KOMaHAa BO3BpallaeT MapKep BPEMEHHOro
[oCcTyna gns ayteHTudukaumm Ha YL, KpunTtollpo u naponb K MapKkepy BPEMEHHOro AOoCTyna

[IpoBeputsb, 3aperucTpupoBaH Ju Mojab30BaTenb Ha Y1

-checkreg -token <ID mapkepa> -tpassword <mapoun> [-CPCA <anpec Y1I>]

-token
-tpassword
-CPCA

3aJ1aTh MapKep BPEMEHHOI'0 JOCTYIIa /Ui IPOBEPKH CTaTyca
3aJ1aTh MapoJib K MapKepy BPEMEHHOT'0 JOCTYIIa
yKasatb ajapec BeO uatepdeiica Kpunrollpo VII,

unayge 3to aapec "CP CSP Test CA": https://cryptopro.ru/ui

aapec YII
-CPCA20

Buza "http://xxx.yyy/zzz" wim "https://xxx.yyy/zzz"
yka3zatb aapec Bed unrepdeiica Kpunrollpo VII Bepcuu 2.0,

nnade 3to aapec "CP CSP Test CA": https://cryptopro.ru/ui

aapec YII

Buaa "https://xxx.yyy/zzz/

Coznath 3ampoc Ha cepTU(UKAT, OTHPABUTH €r0 B LIEHTP CepTHU(UKALUU, MOTYYUTh BBITUCAHHBINA
cepTu(UKAT U yCTAHOBUTH €TO.

[myTs]cryptep -creatcert -rdn <RDN> [-provtype <N>] [-provname <CSP>] [-SMIME]
[-nokeygen|-exprt] [-keysize <n>] [-hashAlg <OI1D>] [-{ex|sg|both}]

[-cont <umsi>] [-ku|-km] [-certusage <OIDs>] [{-CA <aapec LIC>}{-CPCA <aapec YII>}]
[-requestlic] [{-token <ID Tokena> -tpassword <mapoJn>}| -clientcert KIIC1 ]
[-{dm|du}[<umsa>]] [-N0CSP] [-silent] [-pin <maposn>|-askpin] [-keysize <N>]

[-FileID <Ums daiina>] [-ext <pacmmpenue>|n pa3 [-enable-install-root]

RDN

-provtype
-provname
-SMIME
-nokeygen
-exprt
-keysize
-hashAlg
OID

-ex

_Sg

-both*
-ku*

-km

-cont
-certusage

cnucok uMmeH nosielt RDN (nanpumep: CN, O, E, L) u ux 3nauennii Buga: <Ums-
[Hons1>=<3nauenuellons | >[,<Umsallons2>=<3nauenuellonsn2>...]

yKazarb Tul Kpunromnposaiiaepa (N) (mo ymonuanuto 75);

yka3zaTb uMs Kpunromnposaiiaepa (CSP);

BKJITFOUUTH Bo3MokHOCTH S/MIME (110 ymomyanuto — HeT; Tosbko Windows);
HCII0JIb30BAaTh CYIIECTBYIOIINE KIIIOUU U3 YKa3aHHOIO KOHTEIHEPa;

MTOMETUTD KIIFOUHU KaK SKCIIOPTUPYEMBIE;

YCTAaHOBUTH JUTHHY KJtoya (n);

3aJ1aTh AJITOPUTM XAIIUPOBAHUS

OID anroputMma xsmupoBanust: 1.2.643.2.2.9 nna TOCT P 34.11-94
CO3/1aTh/HUCII0NIb30BATh KIIOUYH /711 OOMeHa 3aiu(poBaHHBIMU JAHHBIMU;
CO3JIaTh/MCII0JIb30BATh KIFOUYM TOJBKO Uil PAOOTHI C MOANUCIMH;
€034aTh/UCII0JIE30BaTh 00a THIIA KIIOYEH;

ucnosb3oBatk KoHTeHep noas3oBatens (CURRENT USER);

ucnoib3oBatk KoHTeitHep koMmbiotepa (LOCAL MACHINE);

3aJ1aTh UM KIFOUEBOTO KOHTEIHepa (110 yMOJIYaHUIO BBIOOp U3 CIIUCKA);
3ajaTh HazHaueHus ceprudukara (OIDs). Eciau Ha3HaueHu HECKOJIBKO, TO UX
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-CA
agpec LIC

-CPCA
anpec Y1
-CPCA20

aapec Y11
-tmpl

M
-token

-tpassword
<KIIC1>

-dm
-du*
nMi

-noCSP
-silent
-askpin

-pin
napoJib
-requestlic

-FilelD

-enable-install-root

-ext
pacumpeHue

HYKHO YKa3aTh uepes3 3amnsaTyto (Hanpumep, °1.3.6.1.5.5.7.3.4,1.3.6.1.5.5.7.3.2”);
yKazaTh ajpec leHTpa ceprudukamnuu, naade 31o ajapec “CP CSP Test CA”;
Buza “http://xxx.yyy/zzz” viu “\\cepBep\umsL[C” (cm. "CucremHbIe
TpeboBaHus"’);

ykazath aapec Bed unrepdeiica Kpunrollpo V1I;

Buga \"http://xxX.yyy/zzz\" wnm \"https://XxX.yyylzzz\";

ykazatb aapec BeO uarepdeiica Kpunrollpo V11 Bepcun 2.0;

Buga \"https://xxx.yyy/zzz\";

3aaTh M1a0JIoH 3anpamuBaemMoro ceptudukara (tonpko Y1 Kpunrollpo
Bepcuu 2.0);

HazBanue uin OID mabnona (Tonbko Y1 Kpunrollpo Bepcuu 2.0)
UCIOJIb30BATh MAPKEP BPEMEHHOI'0 JJOCTYIA JUIsl ayTEeHTU(PHUKALIMM Ha

Y1II Kpunrollpo;

3aJaTh apOJIb K MapKepy BPEMEHHOI'0 J10CTYTIa;

MCTOJIB30BaTh cepTudukar s ayrenrudukanyn Ha Y L[ Kpunrollpo (Tonbpko s
Unix);

ycraHoBKa B xpanuiuiie kommbtorepa (LOCAL MACHINE);

ycranoBKka B xpanuiuine nonszoBarenst (CURRENT USER);

Ha3BaHME KOHEYHOI'0 XpaHWIUIIA JIUIsl YCTAaHOBKH (110 yMos4aHuio “My”);

HE COXPaHATh CepTU(PHKAT B KOHTEHHEpEe KPUIITOIIPOBaiiiepa;

reHepanus Kiroda 06e3 Mmojb30BaTeIbCKoro HHTepdeiica KpUITornpoBaiaepa;
3aIpalmrBaTh NapoJib NpU CO3JaHUU KIFOUEBOr0 KOHTEHHEpa ¢ KOHCOIU
(tonbko UNIX);

YCTAHOBUTH MApOJib MPH CO3AaHUU KJII0OUEBOro KOHTelHepa (Toiabko UNIX);
napoJjib K KJIr4eBoMy KoHTelHepy (Tonbko UNIX);

3alpOCUTh CePTUUKAT, COEPHKALIUI paclIUpeHue ¢ JINLEH3UueH Ha
Kpunrollpo CSP. VII nomxen ObITh HACTPOEH Ha BbAAYY TaKUX
CepTU(PHUKATOB;

umMms (aiina, NCIOIB3YEeMOro JUIsl 3alIUCH UJIEHTU(HUKATOpa 3alpoca B cilydae
“oTyOKeHHOM BbIlaun” cepTudukara (cM. -pendcert). Ecnu daiin He ykaszan, To
uaeHTUPUKaTOp Oy/IeT BbIBEACH Ha IKPaH.

He 3arpallnBaTh pa3pelieHne Ha yCTAaHOBKY KOPHEBOTO cepTU(UKATa B XPaHUIIU-
uie “/loBepenHblie kopHeBble HEeHTPhI” (Root) (Toapko UNIX);

N00aBUTh PACIIMPEHHE K 3aIPOCY;

umMms ¢aiina ¢ 3akoaupoBaHHbIM paciiupenreMm (BASE64 nnu DER);

MpumeuaHue: Ecnn onums -provhame He ykasaHa, To 6yAeT ncnonb3oBaH nposanaep no ymosi-
YaHuo yKasaHHoro Tuna (-provtype). Janee, ecnun He ykasaHbl onuuu -nokeygen u -cont, To ums
KOHTEeMHepa creHepupyeT Kpuntonposangep. [Ans onepaumoHHbIXx cucteM cemenctBa UNIX B kaue-
CTBe napameTpa onuum -cont HeobxoAMMO yKasbiBaTb MMS KOHTEMWHepa BMecTe CO CYMTbiBaTesNleM B
dopmaTte "\\.\ums_cuntbiBatena\mmsa_koHTtenHepa” (Hanpumep, “\\.\HDIMAGE\cont_name”).

[IpoBepuTh, HE BHINYIIEH JIM CEpTU(UKAT, 3apOC HA KOTOPHIM ObUT OTIIPABIIEH paHee, MOJYyYUTh BbI-
MUCAHHBIA CepTUPUKAT U YCTAHOBUTH €TO.

[myTs]cryptep -pendcert [-provtype <N>] [-provname <CSP>] [-cont <umsi>]
[-ku]-km][{-CA <agpec IIC>}|{-CPCA <aapec LIC>} |{-CPCA20 <aapec LIC>} ]
[{-token <ID TokeHna> -tpassword <mapoJin>} | -clientcert KIIC1 |

[-{dm]|du}[<ums>]] [-NOCSP] [-FileID <Ums ¢aiina>]
[-pin <mapoab>|-askpin]
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-provtype
-provname
-cont
-ku*

-km

-CA

agpec LIC

-CPCA
aapec Y1
-CPCA20
aapec Y1

-token

-tpassword
<KIIC1>

-dm
-du*
HMSA
-noCSP
-FilelD

-askpin

-pin

napoJjb
-enable-install-root

ykazatb Tun kpunronposaiaepa (N) (mo ymonuanuto 75);

yKaszaTh uMs Kpunromnposaiiaepa (CSP);

3a7aTh UM KJIIOYEBOTO KOHTeliHepa (110 YMOJYaHUIO BBIOOP M3 CITUCKA);
ucnonb3oBath KoHTelHep nosb3oBatenst (CURRENT USER);
ucnosb3oBath KoHTeHep komnbioTepa (LOCAL MACHINE);

yKazaTh ajapec 1eHTpa ceprudukamnuu, naade 3to aapec “CP CSP Test CA”;
Buja “http://xxx.yyy/zzz” niu “\\cepBep\umsLIC” (cm.” CucremHbie TpeOo-
BaHUA);

ykasatb aapec BeO unrepdeiica Kpunrollpo V1I;

Buga \"http://XxX.yyy/zzz\" v \"https://Ixxx.yyylzzz\",

yka3zaTh agpec BeO unrepdeiica Kpunrollpo Y11 Bepcuu 2.0;

Buza \"https://xxx.yyy/zzzI\";

UCTIOJIB30BaTh MAPKEP BPEMEHHOTO JOCTYMA JUIS ayTeHTH(PUKAIINN

Ha Y11 Kpunrollpo;

3aJ1aTh NapoJib K MapKepy BPEMEHHOI'O JOCTYIIA;

UCIONIBL30BaTh cepTudukar g ayrentudukanuu Ha Y1 Kpunrollpo (Tomnb-
ko st Unix);

ycraHoBKa B xpanunuiie kommneiorepa (LOCAL MACHINE);

ycraHoBKa B xpanuiuine nosbs3osarenst (CURRENT USER);

Ha3BaHME KOHEYHOT'O XpaHWIUIIIA JIJIsl YCTAaHOBKH (110 yMon4auuio “My”);
HE COXpPaHATh cepTU(PUKAT B KOHTEHHEPE KPUIITOIIPOBaiiiepa;

ums ¢aiina, conepkamiero uaeHtTudukarop 3amnpoca. Ecnu He daiin He yka-
3aH, TO HACHTU(UKATOP HYKHO OyJIeT BBECTH BPYUYHYIO.

3aMpOCUTh MApOJIb KIIIOUEBOTO KOHTEWHepa ¢ KoHcolu (Tonbko UNIX);
3aJaTh NapoJib KIOYEBOro KoHTelHepa (Toiabko UNIX);

napoJib K KJII4eBOMY KOoHTelHepy (Tosbko UNIX);

HE 3ampainBaTh pa3pelieHne Ha yCTaHOBKY KOPHEBOTO cepTHU(HUKATa B Xpa-
Humie “JloBepennsie kopHeBbie IeHTPHI (Root) (Tompko UNIX);

MpuMmeuyaHnue: Ecnm ykasaHa onums noCSP, To onuun provname, provtype, cont, km, ku urHo-
pupytoTcsa. Ecnm onums -provname He ykasaHa, To 6yaeT ucnosb3oBaH npoBanaep no yMosvaHuio
yka3saHHoro tuna (-provtype). [nsg onepaumoHHbiX cucteM cemerncrtBa UNIX B kauectBe napameTpa

onuunn

-cont Heo6XoAMMO YyKasbiBaTb WMMSA KOHTeMHepa BMecTe CO CcuuTbiBaTeneMm B dopmaTe

"\.\nuMsa_cuuntbiBaTensa\nmsa_koHtenHepa” (Hanpumep, “\\.\HDIMAGE\cont_name”).

2.8. KomaHga ans paboTbl C CepunHbIM HOMEPOM NnueH3un (Tonbko ans Windows)

CoxpaHUTh/TIOKA3aTh CEpUITHBII HOMEp JTUIICH3HH.

CEpHUIHBIN HOMED

-sn [<cepuiiHbIil HOMep>]

CepUIHBII HOMEp, KOTOPBI HEOOXOJUMO COXPAaHUTh (MOKHO YKa3bIBATh
KaK C pa3JIeIuTEeNAMH, Tak U 0e3 HUX).

MpuMmeyanume: 15 Toro 4Tobbl NOCMOTPETb COXPaHEHHbI CEPUNHBIN HOMEp, AOCTaTOYHO yKa3aTb
KoMaHay -sn 6e3 napameTpa. B onepaumoHHbIX cuctemax cemerictea UNIX komaHaa He Mcnonb3yeT-

cs.
Mpumep:

cryptcp -sn P020G-Q0010-A5000-01UXA-XUFFD
CoxpaHsieT yKa3aHHbIA CEPUNHbBIA HOMEP NIMLEH3MM Ha KOMMbIOTEpE.
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2.9. YcoBeplweHCTBOBaHHas 3/1eKTPoOHHas noanuch

[IpunoxeHne KOMaHAHON CTPOKHU MOJACPKUBAECT BO3SMOKHOCTD CO3/IaHMS YIYyUILIECHHON 2JIEKTPOHHOU
noanucH, cootsercTByroreii cranaapry CAJES (cm. RFC 5126 "CMS Advanced Electronic Signatures
(CAdES)"). Ucnonp3oBanue Gopmara yCOBEPIICHCTBOBAHHOM MOINMCH MMEET 3HAYHTEIbHBIC MPECUMY-
IIECTBa, 00ECIICUNBas:

e JI0Ka3aTeJIbCTBO MOMEHTA MOMKCH JOKYMEHTA U AEUCTBUTEIHLHOCTH CepTU(HUKATA KITFOYa TOATHN-
CH Ha 3TOT MOMEHT;

e  OTCYTCTBHE HEOOXOJUMOCTH CETEBBIX 0OpaIeHHI TP MPOBEPKE MOIIHICH;

e APXUBHOE XPAaHEHUE 3JIEKTPOHHBIX JOKYMEHTOB;

e IIPOCTOTY BCTpaWBaHUA U OTCYTCTBHUC HCO6XOI[I/IMOCTI/I KOHTPOJIAA BCTpauBaHU.

JInst moka3aTeabcTBA MOMEHTA MOJIIMCH MCIIOJIB3YIOTCS IITAMITBI BPEMEHH, COOTBETCTBYIOIIHE MEJK-
naynapoanoii pekomenaaiuu RFC 3161 "Internet X.509 Public Key Infrastructure Time-Stamp Protocol
(TSP)™.

Jloka3zaTenbcTBa ACHCTBUTEILHOCTH CEPTU(PHKATA B MOMEHT HOJIUCH 00CCIICUMBAIOTCS BIOKCHUEM
B PEKBU3UTHI JOKYMEHTA Ieo4KH cepTudukaros 1o noBepeHHoro Y1l u OCSP-orsetoB. Ha 3tn nokasa-
TEJILCTBA TAKIKE MOJTYYACTCS IITAMIT BPEMEHH, MOITBEPIKIAAIONIMN MX [IEIOCTHOCTh B MOMEHT IPOBEPKH.

[Tpu TakKUX YCIOBHUAX MOSBISIETCS BO3MOXKHOCTH MPOBEPHUTH MOAMUCH B PEKHUME OTCYTCTBHUS CETEBBIX
coequHeHMH, goctyna Kk cayxkxO6am OCSP u ciyx6am mramnoB BpeMeHH. Takxke BCs JOTOJHUTEIbHAS
uH(pOpMAIMs XPAaHUTCS B PeKBH3MTaX (hailyia MOAMUCH, 4TO TPEeOyeTCs ISl apXUBHOTO XPAHEHHsS JJIEK-
TPOHHBIX JOKYMEHTOB.

Jlnst ucrnonb3oBaHus opmara yCOBEPIIICHCTBOBAHHOM MOAMUCH Peali30BaHa BO3MOXKHOCTh MPHMe-
HCHUS CIICIHATBHBIX [TAPAMETPOB MPH CO3JIAHUH, T00ABJICHUH U MPOBEPKE ICKTPOHHBIX MOJITHCEH.

Creayroue aTpuOyThl MOYKHO MCIIOJIB30BaTh MPH paboTe ¢ MOMHUCAMH:

-xlongtypel wucnons3yercs hopmar moamucu CAJES-X Long Type 1
-cadesTSA ykaswiBaeTcs ciyx0a mrammoB Bpemenu i noxnucu CAdES-X Long Type 1
-nocades WCKIIIOYAETCs NCTIOIB30BaHUE BIOKECHHBIX B TIOANMUCH JJOKA3aTEIbCTB

MpuMmevanue: [nsa paboTbl C yCOBEPLUIEHCTBOBAHHOMW MOAMUCHI0 HEO6XOAMMO HaslMuMe Ha KOM-
notoTepe nonb3osatens MO Kpuntollpo TSP Client n Kpuntolpo OCSP Client ¢ aencrsyowmmmn nm-
LEeH31AMU, KOTOopble BBOAATCS depes yrnpasneHune nuueHsnamm Kpuntollpo PKI.

Mpumep:

crsptcp.pexe -sign -dn "CN=WBaHoB MNeTp" -cadesTSA http://tsp.test/tsp_root/tsp.srf -xlongtypel
C:\data\test.txt C:\data\test.txt.logn_sgn

Cosnaares nmoanuck popmata CAJES-X Long Type 1 mist ¢aiina test.txt, ucmonb3ys 3aKpbIThIi KITHOY,
CBsI3aHHBIN ¢ cepTudukaToM xpanwmmiia «JIngaeiey» («My») Tekyiero mojgb30BaTess, COACPKALIIM B
nojie «CyonexT» («Subjecty) moactpoky «MBanoB IleTp», ¢ MpoBEpKOM MENOYKH HANWACHHBIX cepTU(U-
KaTOB, MCHOJB3Ys CIyKOy mramMnoB Bpemenu http://tsp.test/tsp_root/tsp.srf, u coxpanuth pesynbTar B
daiin test.txt.logn_sgn
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3. Bo3Bpallaembie Koabl oWwWNb60K

e Kop owun6-

ownbkn OnucaHue ownbkmn

(DEC) kn (HEX)
536871012 20000064 | Mano namaTm
536871013 20000065 | He yganocb oTKpbITb (ann
536871014 20000066 | Onepauns OTMEHEHa NoJsib30oBaTesiIeEM
536871015 20000067 | HekoppekTHoe npeobpa3oBaHne BASE64
536871016 20000068 | Ecnmn ykasaH napameTp '-help', To Agpyrux 6biTb HE AOKHO
536871017 20000069 | ®ain cavwkom 6onbLuomn
536871024 20000070 | Mpousowsia BHYTPEHHASA owmnbKa
536871112 200000C8 | YkaszaH nuwHuii dann
536871113 200000C9 | YKasaH Hen3BeCTHbI KoY
536871114 200000CA | Yka3aHa nuHASa KoMaHaa
536871115 200000CB | Ong kno4ya He yKkasaH napameTp
536871116 200000CC | He ykasaHa KOMaHAaa
536871117 200000CD | He ykazaH Heob6XxoaMMbIl K/ItoY:
536871118 200000CE | Yka3aH HeEBEPHbI K1Y
536871119 200000CF | NapameTpoM Knto4a '-q' AoNMKHO 6bITb HaTypanbHOE YNcao
536871120 200000D0 | He ykasaH BxogHoun dann
536871121 200000D1 | He ykasaH BbiIxoaHOW dann
536871122 200000D2 | KoMaHaa He Mcnonb3yeT napaMeTp Cc uMeHeM danna
536871123 200000D3 | He ykasaH dann coobuieHums
536871212 2000012C | He yaanocb OTKPbITb XpaHunuue ceptmdmKaToB:
536871213 2000012D | CeptudunkaTbl HE HalAEHbI
536871214 2000012E | HangeHo 6onee ogHoro ceptudukarta (kawoy '-1')
536871215 2000012F | KomaHaa noapa3yMeBaeT MCMNOb30BaHME TONbKO OAHOIo ceptudukara
536871216 20000130 | HeBepHO yKasaH HoMep
536871217 20000131 | HeT ucnonb3yeMbix cepTudunKaTos
536871218 20000132 | JaHHbIN cepTU@UKAT HE MOXET NPUMEHATBLCA ANS 3TOW onepaumm
536871219 20000133 | Llenoyka cepTudmrKaToB HE MpoOBEpeHa
536871220 20000134 | KpunTtonpoBangep, nogaepXuveamwmin Heo6xoamMMblA anropnutM He HanaeH
536871221 20000135 | Owmnbka npu BBOAE NApPOs HA KOHTENHep
536871222 20000136 | He yaanocb noayynTb 3aKpbiTbiN KKOY cepTudmkaTa
536871312 20000190 | He ykasaHa mMacka danios
536871313 20000191 | YkasaHbl HECKONIbKO MacoK dannos.
536871314 20000192 | ®annbl He HalaeHbI
536871315 20000193 | 3apaHa HeBepHas Macka
536871316 20000194 | HeBepHbIN XeLwl
536871412 200001F4 | Kntoy '-start' ykasaH, a BbixogHow dain HeT
536871413 200001F5 | Copgepxunmoe cansa - He noanmMcaHHoe coobuleHmne
536871414 200001F6 | Hen3BecCTHbI anropMTM noanucu
536871415 200001F7 | CepTtndmkat aBTopa NoANMUCU He HanaeH
536871416 200001F8 | Moagnucb He HangeHa
536871417 200001F9 | Noanucb He BepHa
536871418 200001FA | Llitamn BpeMeHU He BepeH
536871512 20000258 | Coaepxumoe dainna - He 3awndpoBaHHoe cooblieHne
536871513 20000259 | HensBecTHbIN anroputm wudposBaHus
536871514 2000025A | He HaigeH cepTuduKaT C COOTBETCTBYIOLWMM CEKPETHbBIM KHOYOM
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536871612 200002BC | He ypanocb uHnumnanmsmposats COM
536871613 200002BD | KOHTENHEpPbI HE HanAeHbI

536871614 200002BE | He yganocb noay4ymTb OTBET OT cepBepa
536871615 200002BF | CepTtudumkaT He HaNAEeH B OTBETE CcepBepa
536871616 200002C0 | ®ann He COAEPXUT naeHTUdUKaTop 3anpoca:
536871617 200002C1 | HekoppekTHbIn agpec LUC

536871618 200002C2 | MonyyeH HeBepHbIK Cookie

536871619 200002C3 | UC oTtknoHun 3anpoc

536871620 200002C4 | Owwubka npu nunumnanunsaumm CURL
536871712 20000320 | CepuitHbIi HOMEP COAEPXKUT HEAOMYCTUMOE KOJIMYECTBO CMMBOJIOB
536871713 20000321 | HeBepHbI KO4 NpoayKTa

536871714 20000322 | He yganocb NpoBEPUTb CEPUMHbBIA HOMEP
536871715 20000323 | He yganocb cCOXpaHUTb CEPUIAHBLIA HOMEp
536871716 20000324 | He yaanocbh 3arpy3uTb CEpUNHbBIA HOMEp
536871717 20000325 | JInueH3nsa npocpoyeHa

MIpumeuanue: Kpome koJ0B, IpUBEIEHHBIX B Ta0nHIle, MPUIOKEHUE MOXKET BO3BpaIlaTh KO JH000H

cucteMHoi ommoku Windows.
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