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1. OCHOBHble TEXHNYECKNE AaHHbIE N XapaKTEPUCTUKHK
CK3U

1.1. [MporpaMMHo-annapaTHbie cpeabl GYHKLMNOHUPOBAHUS

CK3M XT4KU.00050-03 dyHKuMoHupyeT noa ynpasneHnem OC  Windows
B MporpaMMHo-annapaTHbIX cpejax:

Windows 2000 (x86);
Windows 2003/Vista/2008/7/2008R2/8/2012 (x86, iab4, x64).

B OC Windows 2000 npu wucnonb3oBaHunm CK3W pomxkHa 6biTb npousBeneHa
yCTaHOBKa Crieayowmnx naketoB 06HOBIEHWIA:

1. Service Pack 4

2. Microsoft Security Bulletin MS02-050. Certificate Validation Flaw Could Enable
Identity Spoofing (Q328145). September 09, 2002.
[ocTtyn no agpecy:
http://www.microsoft.com/technet/security/bulletin/MS02-050.mspx

B OC Windows 2003 ponxHa 6bITb Npou3BedeHa yCTaHOBKA naketa obHOBAEHUM
Service Pack 1.

Co cpokamu 3KCnayaTaumMu  OnNepauuMoOHHbIX CUCTEM, B Cpede  KOTOpbIX
YHKUMOHMpPYET CK3n, MO>XHO 03HaKOMWUTbCHA rno CCbIIKE:
http://support.microsoft.com/gp/lifeselect.

1.2. WNcnonHeHua CK3U

CK3WM B nporpaMMHoO-annapaTHbIX cpefax n.1.1 BbinycKaeTcsa B NATM BapuaHTax
MCNOJTHEHUS:

UcnonHeHne 1 «knacca 3awmtbl KC1 B cocraBe KpunTonpoBaihaepa,
Kpuntogparsepa, MoAayns ceTeBoMm ayTeHTudmKaunm (TLS), MoAyns
ayTeHTMduMKauum nosnb3oBatens B goMeHe Windows, Moayns nNpoOTOKON0B
Kpuntolpo IKE, Kpuntollpo ESP, moayns wudpyowen ¢danioBon cucTembl
Kpuntolpo EFS, mMoaynss kKOMaHAHOM CTPOKW, MOAyNs NOAAEPXKWM WHTepdelica
Microsoft CNG, moayns noaaepxku nHtepdeinca Mozilla NSS, cepBUCHbIX Moayein
(cpverify, wipefile, stunnel); dyHKUMOHMPYET B NporpaMMHO-annapaTHbIX cpegax
n.1l.1.

UcnonHeHue 2 knacca 3awutbl KC2 B coctaBe ucnonHeHums 1 c pobasneHuem
YTUANTBI BbIpabOTKM BHELWHEN raMmmbl; PYyHKLMOHUPYET B NMpOrpamMMHO-anmnapaTHbIX
cpepax n.1.1.

UcnonHeHne 3 knacca 3awutbl KC3 B coctaBe kpuntogpariBepa, KpuMNToCcepBuca,
MoAayns ceTeBon ayTteHTMdukaumm (TLS), moayns wudpytowen danioBo CUCTEMbI
Kpuntolpo EFS, ™Moayns KOMaHAHOW CTPOKW, YTWIMUTbl BbipaboTKM BHELWHEWN
ramMbl, CEPBUCHbIX NPOrpaMM; GyHKLMOHUPYET B NPOrpaMMHO-annapaTHbIX cpegax
Windows 2003 (nnatdopma x86, x64) ¢ nakeTtom Secure Pack Rus Bepcum 3.0.

OnucaHne JaHHOro UCMOJIHEHUS U pPEKOMEeHAauMn Mo MCronb30BaHUIO COAEpPXKaTcs
B AoKyMeHTe XTAWM.00050-03 90 02-01. Kpuntollpo CSP. PykoBoACTBO
aaMuHuUcTpaTtopa 6esonacHoctu. Mcnonb3oBaHue CK3U knacca 3awntbl KC3 nog
ynpasneHnem OC Windows.

UcnonHeHue 4 knacca 3awmtbl KC3 BbINOMHEHO B COCTaBe Kpuntoapareepa,
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KpuntocepBuca, moaynsa cetreson ayteHTudukauum (TLS), moayna ayTeHTuduka-
umm nonb3oBatens B AomeHe Windows, moayns Kpuntollpo IPSec, moayns
wudpytowen dannoson cuctembl Kpuntollpo EFS (OC Windows), moayns
KOMaHAHOW CTPOKW, CEPBUCHbIX MPOrpaMM, yTUAUTblI BbipaboTKNU BHELUHEN FaMMbl;
7] (dYHKUMOHMPYET B nMporpaMMHoO-annapaTHbIX cpepax Windows
2003/Vista/2008/7/2008R2 (x86, x64) c nakeTtom Secure Pack Rus Bepcuun 3.0.
OnucaHmne AaHHOro UCMOJIHEHUS M pPeKOMEeHAaUuMM Mo MCNoSIb30BaHMUIO COAEpXKaTCs
B AokyMeHTe XTSAM.00050-03 90 02-01. Kpuntollpo CSP. PykoBoACTBO
aaMuHucTpatopa 6esonacHoctn. Mcnonb3oBaHme CK3WM knacca 3awmtbl KC3 noa
ynpasneHnem OC Windows.

UcnonHeHme 5 knacca 3awmtbl KC3 BbINOSIHEHO B COCTaBe

KpunToapanBepa, KpUntocepeuca, Moaynisa ceTeBon ayteHTudukaumm (TLS),
Moayns wudpytowen dannoson cuctembl Kpuntollpo EFS (OC Windows),
CEPBUCHbIX NPOrpamMm n PyHKLMOHMPYET B NpOrpaMMHO-annapaTHbIX cpeaax
Windows 2000/2003 (nnatdopma ia32), Windows 2003 (nnatdopmMa x64) c
nporpamMMmHbiM obcneveHnem C3U Secret Net 6.

OnncaHne AaHHOr0 UCMOJIHEHUS U PEKOMEHAALMWN MO MUCMOJSIb30BaHUID coaepxaTtcs
B AokyMmeHTe XTSAM.00050-03 90 02-01. Kpuntollpo CSP. PykoBoacTBO
aaMuHucTpaTtopa 6e3onacHocTtu. Mcnonb3oBaHne CK3W knacca 3awmtbl KC3 noa
ynpasneHnem OC Windows.

1.3. KnwouyeBble HOCUTENN
B kauecTBe K/IHOYEBbLIX HOCUTENEH UCMOMb3YHTCS:
rMma 3,5”;
USB auncku
3NEKTPOHHbIN KoY ¢ nHTepdencom USB (e-Token);
CmapTtkapTbl PUK, Ockap, Marucrtpa
naeHTngukatopbl Touch-Memory DS1995 - DS1996 MAK 3awwuTtbl ot HC (Akkopa-AMA3,
3NEKTPOHHbIN 3aMok "Cobonb);
e Rutoken;
e Paszgen HDD MN3BM (B OC Windows — peecTp).

Ncnonb3oBaHMe K/OYEBbIX HOCUTENEN B 3aBMCMMOCTM OT MpOrpaMMHO-annapaTHor naatdopMbl
CM. AokyMeHT "XTAM.00050-03 30 01. CK3U "Kpuntollpo CSP". ®opmynsp, n.n. 3.8, 3.9.

Mpumeuanme 1. B coctas anctpmbyTtmsa CK3U XKTHAN.00050-03 Bxoaat 6ubnmorteku
noaAepXXKn BCeX MepeyvnciieHHbIX HOCUTeNen, Ho He BXoAAT ApariBepa ans OC. Mo Bonpocam
nony4yeHus apavieepoB HeobxoaMMo obpallaTbCsa K MPOM3BOAUTENSIM COOTBETCTBYOLMX

|..| YCTPOWCTB.

—— MpumeuaHne 2. [onyckaeTcs XpaHeHWe 3akpbITbiX kKatoden B peectpe OC Windows mn B
pasgene HDD (B cnyuyae apyrux OC) npu ycnosumn pacnpoctpaHeHns Ha HDD wnn N2BM ¢ HDD
TpeboBaHuMii NO 06paLLEHNIO C K/TIOYEBLIMW HOCUTENSIMU, B TOM YMUCAIE W NOC/E YAaneHUs Ko4ven
n3 peecrtpa.

2. YctaHoBka anctpmnbytusos MO CK3U

YcraHoBka auctpmbyTtmea Kpuntollpo CSP gonkHa Nnpon3BoAMTbLCS MOib30BaTeNeEM,
MMeLWnM npaBa agMMHuUCTpaTopa.

CK3MN Kpuntollpo CSP TpebyeT cnepywowen nocnenoBaTeslbHOCTU YCTaHOBKW:
CHayana ycTaHaBnMBaeTCsa MpoBakaep, 3aTeM YCTaHaBAMBAKTCS OCTalibHble
MOAYNM, BXOAsILiME B COCTaB KOMMAEKTauuu.

Onsa vcnonHenun 1,2 moaynb IPsec nocrtaBnsietca B Buae 6mubnmnotek B SDK n He
TpebyeT ycTaHOBKW Yepe3 setup.

Ons yctaHoBKkM nporpamMMHoro obecrneyeHms BCTaBbTe KOMMNAKT-AUCK B MPUBOA
cunTbiBaTena. W3 npepnaraembix auctpmbytuBoB  Bbibepute  ANCTpUBYTUB,
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naxoaswun ansa Baweln onepaumoOHHOW CUCTEMbI, MMEKLWM HYXHbIM Bam knacc
3alnTbl N yAobHbI ons Bac S3blK YCTaHOBKW. 3anyCcTUTe BbINOSIHEHME YCTAHOBKMN.

ﬁ‘;‘ Ycranoeka "Kpuntollpo CSP" ﬁ

Bac NpHBETCTBYET NPOrpaMMa yCTaHOBKH
"Kpuntollpo CSP (KC1)"

MporpaMma BeINONHUT yoTadosky KpunTolpo CSP 3.6, 7754°
Ha KoMMEoTEp. [ANA NPoOAOMKEHMA HEKMUTE KHoMKY “anee”,

MPEAYTPEX AEHWE: daHHaA NporpaMMa 3alMIWEeHa SaKoHaMK

Hl]“l"'[l“ no CSP off BETOPCKMK NPABAX W MEHA YHAPOAHEIMA COrNEWEHMAMN,

36.1 (3.6 R4)

< Hazan Hanee > l [ OTMeHa

Puc. 2. NpuBeTcTBEHHOE OKHO MacTepa YCTaHOBKMW.

Ecnn Mactep ycTaHOBKM OOHapyXuT Ha MawuHe 6onee paHHIO BepCcUio
Kpuntollpo CSP, TO B 3TOM OKHe MOSABUTCA WHQOpMauMs O 3amellaeMbiX
npoayKTax:

j{{‘;’ ¥cranoeka "Kpunmollpo TSP @

Bac npMBETCTBYET NPOrpaMMa YCTAaHOBKH
"Kpuntolpo CSP"

MporpamMmMa BeINONHKT YoTaHosky Hpuntalpo CSP 3.6.77247
Ha KoMNetoTep, [NA MPOACITKEHMA HEKMMTE KHoMKy ~fanse”,

CneayiowmMe NpogdykTel ByayT 3aMelLEHEl KOMNOHEHTMK i
YCTaHSBNHBAEMON BEDCHM:

KpunTolpo CSP 3.6.6997

Kpuntollpo GSP

3.6.1(3.6 R4)

an [ Hanee > ][ OTMeHa

Puc. 3. YcTaHOBKa C 3aMelleHNEeM KOMIMOHEHT.

Ons panbHenwen yctaHosku Kpuntollpo CSP HaxmuTe Qanee.

Mocneaytowas ycraHoBKa MpPOM3BOAMTCA B COOTBETCTBMM C  COO6GLIEHUSIMU,
BblJaBaeMbIMM NPOrpaMMoi YCTaHOBKWN. B mpouecce ycTtaHoBKWU 6yAeT npeanoxeHo
3aperncTupmMpoBaTh AOMOMHUTENbHbIE CUMTbIBATENM K/OYEBOM MHdOpMaLnK,
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AOMOMHUTENbHbIE AATUYMKKM Ciy4valHbix uncen (ansa knacca KC2) mnu HacTpouTb
KpunTOnpoBanAep Ha WCNONb30BaHWE CryX6bl XpaHeHus kawuen (Ana knacca
KC1). Bce 2T HaCTpOMKM MOXHO TMpPOM3BECTM KaK B MOMEHT YCTaHOBKM
KpunTonpoBaiaepa, Tak U B 1060 MOMEHT NOC/e 3aBepLUeHUs YCTaHOBKWM 4epes
naHenb CBOWCTB.

Mocne 3aBeplieHMs  YCTaHOBKW  AUCTpubyTMBa  HeO06XOAMMO  MpOM3BECTMU
nepesarpysky KOMnbloTepa.

2.1. [llapamMeTpsbl yctaHoBkM KpunTtollpo CSP.

2.1.1.

Mpn yctaHoeBke Kpuntollpo CSP MOXHO WCMOMb30BaTb pas/finyHbie napaMeTpbl
KOMaHAHOW CTPOKW, BAUAKOWME HA YyCTaHaBNIMBAEMble KOMMOHEHTbI, Ha4aslbHYO
HaCTpOMKYy NpoAayKTa v T.A4.

Ons ux ucnonb3oBaHns He06X0AMMO 3amnycKaTb YCTAHOBKY CleAyowmM obpasom:
msiexec /i <MOAHbIK WAN  OTHOCUTENbHbLIM NyTb K .msi-panny>

<napaMeTpbI>
CnpaBOYHUK NapaMeTpoB YCTaHOBKM

Cneaywouwune onuum no3BONAOT He yCTaHaB/MBaTb COOTBETCTBYOLWINE 6MEIMOTEKM
NoAAEPIKKN:

NOACCORD=1 - AKKopa,

NOBIO=1 - buonormnyeckmin ACY
NODALLAS=1 - Hocutenu Dallas
NODS=1 - CuntbiBaTtenu Dallas

NODSRF=1 - 1CY "lNocnenoBaTe/lbHOCTb NOCTaBLLUMKA"
NOEMV=1 - Kapta EMV

NOFLOPPY=1 - CuntbiBaTenb AUCKET
NOJCARD=1 - KapTtbl JCard

NOPCSC=1 - PC/SC

NOREGISTRY=1 - CuutbiBaTenb "Peectp"

NORIC=1 - KapTtbl RIC/OSCAR
NORUTOKEN=1 - Hocutenb Rutoken

NOSABLE=1 - Co6onb

Cnepylouie onuum nO3BONSAKT YyNpaBAsATb pervcrpaumen noanepXXmBaeMmoro
obopynoBaHuss BOo BpeMsi ycTtaHoBku Kpuntollpo CSP (3HauyeHne 0 o3HayaeTr
"OTKNOUMTDL ONUMIO"; 3BE3A0YKON OTMEYEHbI OMUMN, BKIKOYEHHbIE MO YMOSTYAHMUIO):

REGACCORDRDR=1 - 3aperncrtpmpoBsaTb cunTbiBaTenb "Akkopa"
REGACCORDRND=1 - 3apeructpuposatb JC4H "Akkopa"
REGBIO=1 - 3apeructpupoBaTh 6uonornyeckmii [JCY *(roneko ans KCi)

REGETOKEN=1 - 3apeructpupoBaTb Bce Hocutenu "Alladin eToken" *
otaenbHble Tunbl: REGETOKENJAVA10, REGETOKENJAVA10B, REGETOKENM420,
REGETOKENM420B, REGETOKEN16, REGETOKEN32, REGETOKENR?2

REGFLOPPY=6ykBbl - 3apeructpuvpoBaTtb cuuTbiBaTenb "guckerta" ang
6yKB, YKa3aHHbIX 4Yepes 3ansTyto

REGPNPFLOPPY=1- 3aperncrpmpoBaTb cunTbiBaTenb "Bce cbeMHble HocuTenu" *

REGDSRF=nyTb - 3apeructpupoBaTtb [CH "lMNMocnenoBaTesibHOCTb NOCTaBLWMKA"
1 3aaaTtb nyTb (6e3 "\" Ha koHue) K nanke c dbl, db2

REGDS1410E=nopTbl - 3aperucTtpupoBaTtb cumTbiBaTtenb "DS1410E" (cnucok
nopToB yepes 3anaTtyto: LPT1,LPT2,...)

REGDS9097E=nopTbl - 3apeructpupoBaTtb cuntbiBaTens "DS9097E" (cnuncok
nopTtoB 4yepes 3andatyto: COM1,COM2,...)

REGDS9097U=nopTbl - 3apeructpupoBaTb  CUMUTbIBaTeNb "DS9097U"
(cnucok nopTtoB Yepes 3anaTtyto: COM1,COM2,...)

REGDS199X=1 - 3apeructpmpoBaTb HocuTenb "DS199x"
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REGOSCAR=1 - 3apeructpupoBaTb HocuTenb "Ockap"
REGOSCAR2=1 - 3apeructpupoBaTb HocuTenb "Ockap2" *
REGTRUST=1 - 3apeructpupoBaTb HocuTenb "Marucrpa" *
REGTRUSTS=1 - 3aperucTtpupoBaTb HOoCUTeNb "Maructpa
Cb6epbaHk/BGS" *

REGTRUSTD=1 - 3apeructpmupoBaTb Hocutenb "Maructpa Debug" *
REGPNPPCSC=1 - 3apermcrtpupoBaTb cumTbiBaTens "Bce cumTbiBaTenu
cMapTkapTt" *

REGALLPCSC=1 - 3apernctpupoBaTb MOAKJ/IIOYEHHbIE CUUTbIBATENN
cMapTkapTt

REGREGISTRY=1 - 3aperncrtpupoBaTtb cuuTbiBaTens "Peectp"”

REGRIC=1 - 3aperucTtpupoBaTtb HocuTenb "PUK"

REGRUTOKEN=1 - 3aperucTtpuposaTb HocuTenb "Rutoken" *

REGSABLERDR=1 - 3apeructpmpoBaTtb cumnTbiBaTenb "Cobonb"
REGSABLERND=1 - 3apeructpuposatb ACY "Cobonb"
NOETOKENWL=1 - He peructpupoBatb Hocutenu "Alladin eToken" panga

Winlogon

NOOSCAR2WL=1 - He peructpupoBaTtb HocuTenb "Ockap2" ansa Winlogon
NOTRUSTWL=1 - He peructpupoBatb HocuTenb "Marucrtpa" ans
Winlogon

NOTRUSTSWL=1 - He perncTtpnpoBsaTtb HoCUTENb "Maructpa

Cb6epbaHk/BGS" ansa Winlogon

NOTRUSTDWL=1 - He peructpupoBatb Hocutenb "Maructpa Debug" ansa
Winlogon

NORUTOKENWL=1- He peructpupoBatb Hocutenb "Rutoken" ana Winlogon *

YnpaBneHue pexunmamMmu paboThbl:

CPCSPR=1 - Ona Bepcum KC1 no3sonseT BblbpaTb pexuMm ciyxbbl
XpaHeHUS Kto4yen (TOIbKO NpU yCTaHOBKE)

MEDIACSPS=1 - PernctpupoBaTb B CUCTEME OTAE/bHbIA NpoBanaep
ONS KaXA0oro TMna KalYeBblX HocuTenen (TosIbKO Npu yCTaHOBKeE)

CACHED=N - Hacrtporika kawupoBaHusa knawodyen. Ecnm N=0, TO
Bbik/toUeHo, ecnm N>0, To 3agaeT pa3Mep Kawa (TO/IbKO MNpU YCTAaHOBKE WU TOJIbKO
ONS pexuma cny>X6bl XpaHeHUS KHo4Yen)

CSPDELETEKEYS=1 - Mpn ypaneHun npoayKTa yAanuT TaK Xe Bce
HaCTPOWMKM N BCE KJOYEBbIE KOHTEMHEPDLI N3 peecTpa

YKa3zaHne CepuitHbiIX HOMEPOB NINLIEH3MIA:

PIDKEY= - Ncnonb3oBaTb yKa3aHHbIN CEpUNHBLIN HOMep CSP
WLPIDKEY= - icnonb3oBaTth yKasaHHbIN cepuiHbii HoMep Winlogon
RPPIDKEY= - Ncnonb3oBaTtb yKa3saHHbIA cepuiiHbii HOMep Revocation
Provider

OCSPAPIPIDKEY= - Wcnonb30oBaTb yKa3aHHbIl cepuiiHbiil Homep OCSP Client
TSPAPIPIDKEY= - cnonb3oBaTb yKasaHHbIN cepuitHbiii HoMep TSP Client

CraHpapTHble napameTpbl Windows Installer (nogpobHee - cM. AOKyMeHTauMio:
http://msdn.microsoft.com/en-us/library/aa367988.aspx):

INSTALLDIR=... - [yTb ycTaHOBKMU
INSTALLDIR64=... - [lyTb yCTaHOBKM Ans 64-KOMMNOHEHT (x64, Itanium)
REBOOT=R - He nepesarpy»xaTb KOMMNbIOTEP NOC/E YCTaHOBKMU
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ADDLOCAL=mMoaynm - 3apaeT CNUCOK AOMNOJSIHUTENbHbIX MOAYyNeNr, KOTopble
cneayeTt yCTaHOBUTb (CMMCOK Yepes 34anATyto).

CyliecTByloLimne A0MNOSIHUTENbHbIE MOAYN: reprov, driver, compat.

REMOVE=moaynu- 1J14 Y)XXE YCTAHOBJIEHHOIO NMPOAYKTA yaanseT yKasaHHble
MoAaynm

/qb - yctaHoBka 6e3 MacTepa
/qn - yctaHoBka 6e3 OKOH
/L*v dann - cozpaHue xypHana yCTaHOBKMU

Ona ypanenuna Kpuntollpo CSP:
msiexec /x {54A08450-B343-40B0-924E-68F031450996}

Mpumepsbl:

msiexec /i "d:\KpunTtollpo CSP 3.6\csp-win32-kcl-rus.msi" INSTALLDIR="d:\csp"
/L*v "c:\temp\csp.log" /gb

3. O6HoBneHne CK3UN Kpuntollpo CSP

Ons o6HoBneHus Kpuntollpo CSP Ha OC Windows Heo6xoanMo:

3aMoOMHUTb TeKyly KoHdwurypaumio CSP (yctaHoBneHHble [OCH, cuuTbiBaTENM,
HOCUTENN, NapaMeTpbl aifFOPUTMOB MO YMOSTHYAHUIO U T.M.)

yAanuTb wrtaTtHbiMn cpeacteamn OC anctpmnbytmse Kpuntollpo CSP
YCTaHOBMUTb aHaNoOrnyHbI HOBbI AncTtpmbyTtmuB Kpuntollpo CSP
npu Heo6xoAMMOCTN BHECTU U3MEHEHUS B HACTPONKM

K/H0UM U cepTUdmKaTbl COXPAHATCA aBTOMATUYECKN.

4. BapwuaHTbl BCcTpanBaHua Kpuntollpo CSP un
Kpuntollpo TLS B npukniaaHoe MO

4.1. BcTpauBaHue Ha ypoBHe CryptoAPI 2.0.

Kpuntolpo CSP MoxeT ObiTb WCNOAb30BAaHO B MNPUKIAAHOM MpPOrpaMMHOM
obecneueHnn (kak wn nwbor Apyron kpuntonposangep, nocraensembii ¢ OC
Windows) uepe3 uHTepdenc CryptoAPI 2.0, onucaHue KOTOpOro MNpuBEAEHO B
nporpaMMHoOm OOKYMeHTauunm MSDN (Microsoft Developer Network):
http://msdn.microsoft.com/en-us/library/windows/desktop/aa380239.aspx. B
3TOM cnydae cnocob Bbibopa kpunTorpaduyeckoro anropytmMa B npuknagHom MO
MOXET onpeaensiteCd  UAEHTUPMKATOPOM  aaropuTMa  OTKPLITOrOo  KJ/toua
oTnpaBuTensi/nony4daTens, cogepxawierocs B ceptudukarte X.509.

BctpamBaHue Ha ypoeHe CryptoAPI 2.0 nosBonseTr BOCMNOMb30BaTbCsa Habopom
dyHKUMA, pewatowmnx 60NbWMHCTBO MpobneM CcBSA3aHHbIX C MpeacTaBieHUEM
(dbopmatamm) pasnuuHbiX KpuATorpaduyeckux coobweHnin  (NOANUCAHHbIX,
3awmndpoBaHHbIX), cnocobamMn NpeacTaBfeHUs OTKPbITbIX K/4YEW B Buae
undpoBbix cepTudumkaToB, cnocobamm XpaHeHMss WM Noucka cepTudumkaToB B
pasnunyHbIX CNnpaBoYyHUKax, Bknoyaa LDAP.

OyHkunm CryptoAPI 2.0 no3BonsitOT MOMHOCTbIO peanu3oBaTb MpeacTaBieHne wm
obMeH [aHHbIMM B COOTBETCTBMM C MEXAYHApPOAHbIMW peKoMeHAauusMu W
NHdppacTpykTypon OTkpbIThiX Kntoyen (Public Key Infrastructure).

4.2. BcTpauBaHue Ha ypoBHe CSP

Kpuntolpo CSP ™MoxeT 6biTb HENoCpeaCTBEHHO MCMOSIb30BAaHO B MPUKIAAHOM
nporpaMMHoM obecneyeHnn NyTeMm 3arpysku MoAyns C UCNosib3oBaHWEM (PyHKUUMU
LoadLibrary(). na aTux uenem B KOMMIEKT NOCTaBKK BKAl4YaeTcs PykoBopacTBoO
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nporpaMMu1cCTa, onucbiBatowee coctaB ¢yHKuunm un Tectosoe [10O. [lpu Takou
peanusaumn  npuknagHomy MO  goCTyneH  NuWb  OFpaHUYEHHbI  Habop
HU3KOYPOBHEBbLIX Kpuntorpapuyeckmux ¢GyHKUMN, COOTBETCTBYHOLWMUIA MHTEpdency
Microsoft CSP.

4.3. Wcnonb3oBaHne COM mnHTepdencos

4.4,
Framework

Kpuntollpo CSP  mMoxer 6biITb wucnonb3oBaHo w3 COM  uHTepdencos,
pa3paboTaHHbiX Microsoft.

e CAPICOM 1.0

e Certificate Services

e Certificate Enrollment Control
Certificate Enrollment Control

COM wuHTepdenic Certificate Enrollment Control (peanusoBaHHbIN B daiine
xenroll.dll) npegHa3HayeH AN MCNOMb30BaHUA OrpaHMYEHHOr0 KOJIMYecTBa
dyHKkumn CryptoAPI 2.0, CBsiI3aHHbIX C TreHepauumen K4Yen, 3arnpocoB Ha
ceptudukatel un  obpaboTkol  cepTuduKaTtoB, NOAYy4YeHHbIX OT LleHTpa
CepTudmkaumm c ncnosb3oBaHUEM S3bIKOB nporpamMmupoBaHus Visual Basic, C++,
JavaScript, VBScript u cpeabl paszpaboTtku Delphi.

MMeHHO 3TOT MHTepdeic WUCNoNb3ykT pasiundHble nybnuyHele  LeHTpbl
Ceptudumkaumnm (Verisign, Thawte u 1. a4.) npu dopmmpoBaHun ceptudukaToB
rnonb3oBaTtenen Ha nnatdpopme Windows.

CAPICOM 1.0

CAPICOM (peanusoBaHHbln B daine capicom.dll) npegoctasnsetr COM unHTepdeic,
MCMONb3yWMn oCHOoBHble @yHKUMM CryptoAPI 2.0. 3TOT KOMMNOHEHT SBSETCH
nobasneHneMm Kk yxe cyuwectytoweMmy COM wuHTepdelicy Certificate Enrollment
Control (xenroll.dll), koTopbli peanu3ylT KINEHTCKME GYHKUMN reHepaunu
KJII0YEN, 3anpocoB Ha cepTudukaTbl n obMeHa C LeHTpOM cepTuduKaumu.

C BbINYCKOM [@HHOMO0 KOMMOHEHTa CTan0 BO3MOXHbIM MCMOJSib30BaHMe (QYHKLUMMN
(OpMUPOBAHNSA U MNPOBEPKU 3NEKTPOHHOM UMbPOBOM MNOAMUCU, MOCTPOEHUSA W
NpoBepKM uenoyek cepTudmnkaTos, B3aMMOAENCTBMUSA C pa3InNyHbIMU
cnpaBo4yHukammn cepTtudmkatoB (Bkntodas Active Directory) ¢ wucnonb3oBaHuem
Visual Basic, C++, JavaScript, VBScript wn cpeabl pa3pabotkn Delphi.
Ncnonb3oBaHme CAPICOM no3sBonser peanusoBaTb (PYHKULMOHANbLHOCTb "TOHKOro"
KNMeHTa B MHTepdelice 6poysepa Internet Explorer.

KomnoHeHT CAPICOM gBnsieTca cBo60AHO pacnpoCTpaHseMblM W MOCTaBisSeTCs B
coctaBe Redistributable nHctpymeHTapusa paspabotumka Microsoft Platform SDK.

MoapobHyto nHdopmaunto 06 nHtepdeince CAPICOM MOXHO MONy4nTb Ha cepBepe
http://www.cryptopro.ru/cryptopro/documentation/capicom.htm.

Certificate Services

Certificate Services Bkatoyaer B ceba Heckonbko COM uHTepdeincos,
MO3BOJISIOWMX U3MEHUTb (PyHKUMOHaNbHOCTL LleHTpa CepTudurkaumm, BXoaAsLWEro B
coctaB OC Windows 2000/2003 Server. [lNpu noMowmM AaHHbIX WHTepdencos
BO3MOXHO:

e o0bpabaTbiBaTb NOCTynatoLWme OT Nosib30BaTeNei 3anpockl Ha cepTUdUKaThI;
e  V3MEHMWTb COCTaB AaHHbIX (B TOM uncne aononHeHuin X.509), 3anncbiBaeMbix B
nsfaBaeMble LLEHTPOM cepTUdMKaTb;

e OnNpeaennTb A0MNONHUTENbHbIN cnocob nybnmkaumm (XpaHeHns) U3gaHHbIX
LeHTpOM cepTudunKaTosB.

Ncnonb3oBaHne CK3W Ha nnatdopme Microsoft .NET

Komnannen KPUMTO-MPO 6bin pa3paboTaH nporpamMmHbin npoaykT Kpuntollpo
.NET, no3BOnsOWMA WNCNONb30BaTb CPEACTBO KpuNTOrpaduyeckon 3awuThbl
nHdopmaumnm KpunTtollpo CSP Ha nnaTtdopme Microsoft .NET
Framework. Kpuntollpo .NET peanusyer Habop wHTepdelnicoB Ans A[octyna K
kpuntorpadunyeckum onepaumsam .NET Cryptographic Provider:
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e XelwunpoBaHue;

e NOAMWUCH;

e wundposBaHue;

e MAC;

e reHepauwus Kayen u T.4.

Kpome Toro Kpuntollpo .NET no3sonsieT wMcnonb3oBaTb CTaHAApTHble Khnaccol
Microsoft ans BbICOKOYpPOBHEBbIX Onepauuii:

e pasbop cepTmndukaTa;

® [OCTpOEHME M NpoBepKa LenoYvykn cepTudunKkaTos;

e ob6paboTka CMS coobLieHuit;

e yCTaHOBNEHMe 3almweHHoro obmeHa yepes SSL/TLS, HTTPS n FTPS;
e XML noanuch u wndpoBaHme.

MoapobHylo  MHdOpMauuMlo, AUCTPUBYTMBbLI, [AOKYMEHTALMIO W CUEeHapuu
NCMOJIb30BaHMNS MOXHO HAMTK Ha caiiTe NpoaykTa www.cryptopro.net.

4.5. WNcnonb3oBaHne CK3U B Beb-6pay3epax

CK3M XTHAN.00050-03 moxeT 6bITb MCNONb30BaHO B BEO-Opay3epax Ha pasfMyHbIX
nporpamMMHo-annapaTHbiX nnatdopmax nyTéMm BbizoBa dyHkumi Kpuntollpo SUI
Browser plug-in.

Kpuntolpo 2UM Browser plug-in coaepxuT koMmmnoHeHTy ActiveX agns paboTtbl B
Microsoft Internet Explorer u nnaruH NPAPI pgna papyrux Be6-6pay3sepos,
noaAepXmBawWnMX AaHHbIN MHTEpdENC BCTpamBaHus niarnHoB. OyHkuum CK3U
MOXHO BbI3blBaTb U3 cueHapueB JavaScript, cogepxawmxcsa B oTtobpaxaemon Beb-
6pay3epoM cTpaHumLe.

MoapobHas nHdopmMauns [OCTYrnHa CTpaHuue nnarnHa no aapecy
http://www.cryptopro.ru/products/cades/plugin.

4.6. WHunumanuzauunga 6nbnmotekmn SSPI

MpounsBoanTcs 3arpyska 6ubnunotekn Secur32.dll.

C nomowbtio dyHKuMmM GetProcAddress nonydaeTcs ykasaTenb Ha QyHKUKUIO
InitSecurityInterfaceA (InitSecurityInterfaceW B cnyuyae komnunsiumm ¢ Unicode).

BbizoBoM dyHKkummn InitSecuritylnterfaceA (InitSecuritylnterfaceW B cnyudae
komMnunsaumm ¢ Unicode) nonydaetca tabnuua dyHkumn SSPI.

Nnun, BMecTo ncnonb3oBaHuna GetProcAddress, noctatouHo noknounTb 6ubnmnoTteky
mMnopTa secur32.lib (Bxoant B MS Platform SDK)

3anonHsetca ctpyktypa SCHANNEL_CRED. Mons aTOW CTPYKTYpbl AO/MXHbI OblTb
HYy/1EBbIMWN, KPOME:

SchannelCred.dwVersion = SCHANNEL CRED VERSION;

SchannelCred.dwFlags = SCH CRED NO DEFAULT CREDS |
SCH CRED MANUAL CRED VALIDATION;

[ns cepBepa n He aHOHMMHOIO K/IMEeHTa 3anoHAKTCS TakxXe nons:
SchannelCred.cCreds = 1;
SchannelCred.paCred = &pCertContext.

Mpumeuanme. KoHtekcT ceptudukaTta pCertContext fommkeH copepxaTb CCbUIKY
Ha 3aKpbITbIA KOY.

MpounsBoanTcsa BbI3oB dyHKUMM co3gaHmsa Credentials: AcquireCredentialsHandle ¢
nepepaden en crtpyktypbl SCHANNEL_CRED wn wnmeHn naketa - UNISP_NAME
("Microsoft Unified Security Protocol Provider").
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NHuumanusaums coenHeHuns K/INEHTOM npoun3BoaANTCS BbI30BOM
InitializeSecurityContext 6e3 BxogHoro 6ydepa W cepBepoM - BbI30BOM
AcceptSecurityContext, nocne yero naet obbidHbIn umMkn Handshake.

MNocne ycTaHOB/EHUS COEAMHEHUS, HO A0 Hayana nepeaaudn AaHHbIX, NPUIOXKeHne
[OJIKHO BbINOSHUTL MPOBEPKY MapaMeTpoB COeAMHEHUS N cepTudukaTta yaaneHHom
CTOPOHBI.

Ona  nonyyeHnsa cepTudukata YyAaNEHHOW CTOPOHbI BbI3blBAETCA  (PYyHKUUSA
QueryContextAttributes c aprymeHTtom SECPKG_ATTR_REMOTE_CERT_CONTEXT.

[na nocTpoeHus Lenoykn cepTMdUKaToB PEKOMEHAYETCS UCMONIb30BaHMe PYHKLMMK
CertGetCertificateChain, onucaHHyto B MSDN/Platform SDK/Security, (c dnaramm
npoBepKH, COOTBETCTBYOLWMMU BbI6paHHOMY YPOBHIO 6e3onacHocTy.
PekomeHayeTcs ucnosb3oBaTb dnar

CERT_CHAIN_CACHE_END_CERT |
CERT_CHAIN_REVOCATION_CHECK_CHAIN.
Lienouka cepTtudunkaToB nposepsietca dyHkumen CertVerifyCertificateChainPolicy,
onuncaHHom TaMm xe, C aprymMeHToMm pszPolicy, paBHbIM
OIDCERT_CHAIN_POLICY_SSL, wu aprymeHtoM pPolicyPara, 3anosiHeHHbIM
cneaywowmm obpasom:

ZeroMemory (&polHttps, sizeof (HTTPSPolicyCallbackData));

polHttps.cbStruct = sizeof (HTTPSPolicyCallbackData) ;
polHttps.dwAuthType = AUTHTYPE SERVER;
polHttps.fdwChecks = 0;

polHttps.pwszServerName = pwszServerName;

memset (&PolicyPara, 0, sizeof (PolicyPara));
PolicyPara.cbSize = sizeof (PolicyPara) ;
PolicyPara.pvExtraPolicyPara = &polHttps;
Heobxoanmo, utobbl ans kaxaoro ceptmdukaTa B Lenouke
pCertContext->pCertlnfo->SubjectPublickeyInfo->Algoritm->pszObjld
3akaHuymBanacb Ha szOID_GR3410.
BbisbiBaetcs pyHkuma QueryContextAttributes ¢ aprymenTom ulAttribute, paBHbIM
SECPKG_ATTR_CONNECTION_INFO, ans nonyyeHus napaMeTpoB COEAMHEHUS U
MX NPOBEPKWN Ha BbIMNOSIHEHNE YCIOBUN:
ConnectionInfo.dwProtocol == SP_PROT TLS1 CLIENT
ConnectionInfo.aiCipher == CALG G28147, ConnectionInfo.aiHash ==
CALG GR3411
aiExch=CALG DH EX EPHEM wym CALG DH EX SF
WndposaHunsa/pacwmndpoBaHme peanusyeTcs C MoMoLb1o dyHKUMA
EncryptMessage()/DecryptMessage().
MpumeuaHmne. JonkHa 6biTb 06ecneveHa KoppekTHasa obpaboTka KoAOB Bo3BpaTa
dyHKumn SSPI. MNpu 3TOM cnepyeT yunTbiBaTb, 4TO TpebyeTcsa pa3Hasa obpaboTka B
3aBUCMMOCTM OT TOro, SIBASIeTC KOA BO3BpaTa KOAOM YCMELIHOrO BbIMOSHEHUS
dYHKUMN, KOAOM He daTasbHOM owunbku, He Tpebylouwleh paspbiBa COEANHEHUS,

KOAOM daTanbHoM ownbkn, Tpebyiowen pa3pbiBa coenHEHS.
Bce HeobpabaTtbiBaeMble KOAbl BO3BpaTa OWWMOOK AOMXHbLI MPUBOAUTL K Pa3pbiBY
coeaVHeHUs.

4.7. 3aBeplueHue ceccum

KoppekTHOe  3aBeplleHMe  CecCMm  OCYLLeCTBNSeTCA  BbI30BOM  dYHKUMK
ApplyControlToken.

4.8. TpeboBaHuna 6€30MacHOCTU

1. lpuMeHeHMe MoAyns MOAAEPXKKW CETEBOM ayTeHTUdMKAUMM AonycKaercs
TONbKO MpUM  MUCMNOSb30BAHUW  OTKPbITbIX  K/lOYEe cepBepa W KIMEHTa,
CeEPTUDULMPOBAHHbBIX AOBEPEHHBIM LLEHTPOM CEpTUdOUKaLMM

2. MpunoxeHneM [O/MKHbI 0becrneumMBaTbCsl nNpoBepka cepTuUdUKaToB B
coobuweHunax Certificate n CertVerify, nposepka 12 6ant B coobweHuax Finished
KMeHTa U cepBepa, SBASOWMXCS UMUTOBCTaBKaMu K MHMOpMauMm BCero avanora
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KJIMEHT-CepBep B npouecce yCTaHOBNEHUS CECCUU, KOHTPOJSIb COOTBETCTBUS MMEHU
knueHTa (cepBepa) IP-agpecy, No KOTOPOMY yCTaHOBJIEHa CeCccus.

5. CocTaB U Ha3Ha4YeHne KOMMNOHEHT NPOrpaMMHOro
obecnevyeHna CK3U

MporpamMmmHoe obecneveHne CK3M Kpuntolpo CSP npu ¢dyHKUMOHMPOBAHMKN Noja
ynpasneHnem OC Windows 2000/2003/Vista/2008/7/2008R2/8/2012 cocTouT U3
cneayrowmx KOMMNOHEHT:

1. CepBucHble Moaynu;

2. Moaynun HacTpoOMKM BCTPOEHHOM MOACUCTEMbI KpUNnTOorpadmuyeckomn 3amTbl
nHdopmauum (MK31N) OC Windows;

3. Moaynu conpsixeHus Kpunrtollpo CSP co BcTtpoeHHbIM MK3W OC Windows un
MHTepdenc KkpmntTorpapmnyeckoro cepBuca;

4. CK3W Kpuntollpo CSP, peanusywuiee uenesble hyHKLUN KpunTONpoBanaepa
B opme:

- 6ubnunoTek, 3arpy>xaemMbiX B aapecHoe NpoCTPaHCTBO NMPUTOXEHNS;

- KpMnTOorpadmnyeckoro cepemca XpaHeHus Kno4ven;

- KpunTorpadguyeckoro apansepa;

- bubnuoTtek npotokona Kpuntollpo TLS.

® N w

5.1. CepBUCHble MOAYNN

5.1.1.

5.1.2.

5.1.3.

5.1.4.

5.1.5.

CepBucHble Moaynn obecneymBarT KOHTPO/Sb  LENIOCTHOCTM  AucTpubyTtmsa
Kpuntolpo CSP, ero ycTaHOBKY M yAasieHME U3 ONepaunOHHOM CUCTEMbLI, @ TaK Xe
KoHburypaumto napametpos CK3U ansa kaxkaoro nonb3oBaTtens.

Moaynb KOHTPOAS LEe/0CTHOCTM ANCTpUbyTnBa

Moaynb cpverify.exe, cMm. T[lpunoxeHue 1, npeaHasHayeH AN  KOHTPOSS
LLeNoCTHOCTM  AucTpubyTnuBa npu  ycTaHoBKE W ucnosnb3oBaHum [10 CK3U
Kpuntollpo CSP Ha koMmnbioTepe nosb3oBatens (MOCTaBAsSIeTCAd COBMECTHO C
anctpmnbytmnseom).

AnctpnbyTus

Onctpubytns CK3UM Kpuntollpo CSP noctaBnsietcas B Bumae naketa "Windows
Installer" (dpann csp-win32-kcl-rus.msi nnm nogobHoe HasBaHue. B Ha3BaHuK
¢darina ycrtaHoBLUMKA MNpUCYTCTBYeT o0603HadeHne nnatdopmbl, AN KOTOPOA OH
npefHasHayeH, Kfaacc 3awuTbl M 93blK ycTaHoBKkW). [Mpu 3anycke dann csp-
win32-kcl-rus.msi pa3BopauMBaeT CTPYKTYpbl AaHHbIX AucTpubytusa BO
BPEMEHHbI KaTanor n npoeoanT yctaHosky MO CK3W KpunTtollpo CSP.

Moaynb KoHdUrypaumm

Moaynb cpconfig.cpl obecneuvBaeT BO3MOXHOCTb YnpaBieHUs Nofb3oBaTeneM
KoHpurypaumen MO CK3UM Kpuntollpo CSP, a Tak e COoAepXUT BO3MOXHOCTU
perncrpaumm ycrtaHoBsieHHoro MO n nonydyeHus nonb3oBaTesieM AOMOSHUTENbHOM
MHdOopMauunm.

Moaynb Wipefile
Moaynb wipefile ncnonosyercsa ana yaaneHus gannos BMeCcTe C COAEPXUMbIM NpuU
WTaTHbIX M HEWTaTHbIX (CBONMPOBaHWE) CUTyaUUsIX.

Moayfib KOHTPO/A LLEeNOCTHOCTM B ApaliBepe

Ona paboTtbl c¢ NobbIM 0TNAAYMKOM MOAYNb KOHTPONSA LENOCTHOCTUM B ApamBepe
pomxkeH 6biTb oTkAouYeH. [lopagoK OTKAKYEHWS AaHHOro MOAYMAS ONuCaH B
AokymeHTe XKTAN.00050-03 90 05. Kpuntollpo CSP. PykoBoACTBO nporpaMMucTa.

5.2. Moaynu Hactpomnkun NK3N OC Windows

Moaynwu npeaHasHauveHbl Ans obecneyveHns mcnonb3oBaHus MO CK3U Kpuntollpo
CSP B TK3M OC Windows. Moaynn Takxe peanm3yioT dopmaThbl
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5.2.1.

5.2.2.

5.2.3.

5.2.4.

5.2.5.

5.2.6.

KpunTorpamnyecknx CoobLueHul, UCNosib3yeMblX B 3alUMLLEHHON 3NEKTPOHHOM
nouyte (S/MIME), Office 2003/XP, Authenticode un dyHkumax CryptoAPI 2.0,
dopmMaTbl cepTndukaToB 1 nx ob6paboTky.

MpumeuyaHme. T[loNHbIN NepeyeHb MOAAEPXKMBAEMbBIX TMPUNOXKEHUN
Microsoft npuBeaneH B gokymeHTe XTSKM.00050-03 90 01. Kpuntollpo
CSP. OnucaHune peanusauuu.

B

Moaoynn HacTpohikm knaccuuumpyrotcd kak [K3M wn  OTBETCTBEHHbI 3a
ncrnonb3oBaHme kKpuntonposangepa Kpuntollpo CSP €O CTOPOHbI MPUIOXEHWA.
OHu obecneunBaloT BbI30B cepBuca Kpuntorpadunyecknx @yHKUNNR, HO He
obpabaTbiBalOT KNHOYEBYIO M KpUNTOrpadryeckn onacHy uHdopmaumio (He umeroT
AOCTyna K Kao4aM U T. n.).

Moaynb pacwmpeHnsa n Hactponku CryptoAPI 2.0

Moaynb cpext.dll aenseTca 3aperucTpMpoBaHHoOn B cucteMHoM peecTtpe Windows
AvHamunueckon 6ubnmotekon (DLL) pacwmpenms CryptoAPI 2.0 n obecneumnBsaer:

e YCTaHOBKY COOTBETCTBMA MexAay naeHTudukatopamm obbvektos (OID) B
KpunTorpadunyecknx coobeHmnsax n ceptTudurKaTax oOTKpPbITbIX KOYER n
dyHKumammn CK3U Kpuntollpo CSP;

e ¢opMmupoBaHme wun pasbop kpuntorpaduyecknx CcooblweHun U
cepTMdUKaTOB OTKPbITbIX KOYEN.

Moaynu nHuumanmsaumm HacTpomKkn BCTpoeHHoro MNMK3U
OC Windows

Moaynb MHULUMaANM3auumn ans OC Windows
2000/2003/Vista/2008/7/2008R2/8/2012 peanusoBaH B BMAe  Apansepa
CProCtrl.sys. [paiiBep obecneumBaeT 3arpy3ky OMNpeAeneHHbIX AUMHAMUYEeCKUX
6unbnunotek (DLL) B aapecHoe npoCcTpaHCTBO npoueccos, ncnonb3yowmx CK3U.

JononHuUTenNnsbHO 3TOT MoAy/b ocyuiecTensaeT KOHTPO/1b LLeNOCTHOCTH
ycTaHoBsieHHoro MO Kpuntollpo CSP u MK3WU (nepuoanyeckmii 1 npu 3arpyske
00Q).

Moaynb HacTponkn ana cuctemHoro DLL crypt32.dll

Moaynb cpcrypt.dll 3arpyxaetcas B BuUpPTyanbHOE agpecHoe MnpOoCTPaHCTBO
Kaxxaoro npouecca, K KotopoMy noarpyxaetca crypt32.dll, gna ycraHoBneHus
nepexsatoB PyHKUWI, ncnonb3yowmx nposarngep Kpuntollpo CSP.

HacTtpoitka 3akntodaetcas B gobasneHum [K3WM  Bo3MoxHoCcTM 06paboTkum
MAeHTMHUKATOPOB aJropuTMOB, peanundyembiXx KpunTtonpoBanaepom Kpuntollpo
CSP.

Moaynb HacTponkun ans cucteMHoro DLL inetcomm.dll
Moaynb cpintco.dll 3arpyxaeTcs B BUpTyanbHOe agpecHoe NPOCTPAHCTBO KaX4oro
npouecca, wucnonb3ywuwero inetcomm.dll, pna ycraHoBneHus nepexsaToB
dYHKUMNA.
HacTpoiika 3akntovaeTcs B nogaepxKke A0NONHUTENbHBIX MAEHTUHUKATOPOB anropuTtMoB
M BO3MOXHocTten S/MIME, peanusyembix kpuntonpoBangepom Kpuntolpo CSP,
npu ncnons3osaHun B MO Microsoft Outlook n Microsoft Outlook Express.

Moaynb HacTpoukun ans cumcteMHoro DLL certocm.dll

Moaynb cpcertocm.dll 3arpyxaeTca B BuMpTyanbHOe aApecHOe MpOCTPAHCTBO
npouecca yctaHoBKWU ueHTpa ceptudukaumm (CA) OC Windows.

Moaynb MO3BOJSISIET HACTPOUTb LUEHTp cepTuduKauum npuv ero ycTaHOBKe Tak,
yTO6bI NOAAEepX)UBanuCb anroputMel Kpuntolpo CSP.

Moaynb HacTpoukun ans cucteMHoro DLL wininet.dll

Moaoynb cpwinet.dll 3arpyxaetca B BupTyalbHOe afpecHoe MNpPOCTPAHCTBO
npouecca Internet Explorer, ecnu B Hero otobpaxaetcs wininet.dll.

Moaynb No3BONSET NpasBuabHO oTObpaxaTtb anroputmbl Kpuntolpo TLS B Internet
Explorer.

16



XTAN.00050-03 90 02-08. KpunTtolpo CSP. PykoBoACTBO agMMHUCTpaTopa 6e30nacHoCTy.

Ucnonb3oBaHme CK3U nop ynpasnenmem OC Windows

5.2.7.

5.2.8.

5.2.9.

5.2.10.

5.2.11.

5.2.12.

Moaynb HacTponkn gna cuctemHoro DLL advapi32.dll

Moaynbe cpadvai.dll 3arpyxaetca B BUpTyaslbHOE aApecHOe MNpOCTPaHCTBO
Kaxkaoro npouecca, ncnonbsytouwero advapi32.dll, ona ycraHoBneHns nepexsaTtoB
bYHKLUMNA.

HacTtpoika 3aKksryaeTcs B nobasneHunn BO3MOXHOCTH obpaboTkmn
naeHTMdUKaATOpOB anropuTtMoB, peannlyembiX Kpuntonposangepom Kpuntollpo
CSP.

Moaynb HacTpoukun ans cucteMHoro DLL kerberos.dll

Moayne cpkrb.dll 3arpyxaetcs B BupTyanbHOe aApecHOe MNpOCTPaHCTBO
npoueccos, wucnonb3sytowux moaynb kerberos.dll, n obecneunBaetr smynaumio
noaaepxXku kpuntonposangepom ctaHgapTa Triple DES.

Moaynb HacTpounkn TLS
Moayne cpschan.dll 3arpyxaetca B BupTyanbHOe ajpecHoe MNpOCTPaHCTBO
npouecca Internet Explorer, ecnu oH ncnonb3yet TLS.
Moaynb no3BonAT ncnosb3oBaTb anroputMbl Kpuntollpo TLS B Internet Explorer.

Moaynu HacTponkmn MS Office

Moayns cpMSO.dIl 3arpyxaetca B BMPTya/lbHOE aApecHOe MNpPOCTPaHCTBO
npoueccoe MS Word n MS Excell n no3sonser noanucbiBaTb AOKYMEHTbl C
nomMoulbto anropmtmoB Kpuntollpo CSP.

Moaynb cpExSec.dll 3arpyxaeTrca B BMpTyasibHOe aApecHoe MpoCTPaHCTBO
npouecca MS Outlook, n HacTpamBaeT ero ansa npasunbHol paboTel ¢ Kpuntollpo
CSP.

Moaynb HacTponkm XML

Moayns cpXML.dll 3arpyxaercas B BupTyaslbHOE aApecHOe MNpOCTPaHCTBO
npoueccos, ncnonb3sywwmnx XML, n nossonsger NpuMeHaTb anroputMel Kpuntollpo
CSP anga noanucu XML.

Moay/ib HAaCTPOIKM KOHTpO/IEpa AOMEHA

Moayns cpkdc.dll 3arpyxaetca B BMPTyanbHOE aApecHOEe MNpPOCTPaAHCTBO
npoueccoB AOMEHHON ayTeHTMdUKauMM Ha KOHTpossepe goMeHa u obecnedmsaeT
BO3MOXHOCTb MCMOJSIb30BaHUSA ANS NMPOBEPKW MOAMUCU anropuTMOB, peaninlyemblX
Kpuntolpo CSP.

5.3. Kpuntonposanaep Kpuntollpo CSP

5.3.1.

5.3.2.

NHTepdencHaas 6ubnuorteka kpuntonposanaepa

UHTepdelicHaa 6ubnmnoteka cpcesp.dll peanunsyetr craHaapTHbIn uHTEpdenc
KpuntonpoBangepa, COOTBeTCTBylWM cneumdurkaunm Microsoft Cryptographic
Service Provider, n obecneymBaeT AaHHbIN MHTEpdENC ANnst 06bIUHbIX MPUNOXEHWUN
yepesz kpuntorpaduuecknii cepsmc no RPC, wnm ana npuBUAErMpoBaHHbIX
NPUNOXeHN (MMeLWKnX npaBo AOCTyNa K YCTPOWCTBAM HOCUTENen KJ/4eBOoro
KOHTelrHepa) - HeNoCpPeACTBEHHO.

NHTepdencHaa 6ubnuoTteka kpuntorpadmyeckoro cepsuca

NHTepdelicHas 6ubnmnoteka cpcespr.dll obecneunBaeT BO3MOXHOCTb Ob6palleHus
06bIYHbIX MPUIOXKEHUN K CepBUCY KpunTorpaduyeckux GyHKUMA MO MpOTOKONY
RPC.

5.4. CK3U KpunTtollpo CSP

CobcTtBEHHO CK3M KpunTtollpo CSP peanuisyeTt uenesble dyHKUMHM
KpunTorpadmnyeckon 3awmTbl WMH@OpMaumm, paboTy C Kawo4Yamu, A[OCTYyN K
KJIIOUYEBBLIM HOCUTENSM, AOCTYN K um3nyveckomy ACH.

17



XTAN.00050-03 90 02-08. KpunTtolpo CSP. PykoBoACTBO agMMHUCTpaTopa 6e30nacHoCTy.

Ucnonb3oBaHme CK3U nop ynpasnenmem OC Windows

5.4.1. Peanuzauunsa CK3U B bopMe cepBMca XpaHEHUS KAKOYEN
Moaynb cpcspi.dll peanusyer uenesble (QyHKUMM KpunTOrpaduueckon 3awuTbl
mHdopmauum npu  obpaweHun no RPC ¢ fiokanbHOro KoMmnbiloTepa Ans
nHTepderncHon 6ubnmotekn KpunTorpadumyeckoro cepemca.

Mogaynb obecneunBaerT:
e XpaHeHue un paboTy C KOHTEKCTOM YpOBHS 6MbanoTeku;
e XpaHeHue KpunTorpadunyecknx o6beKToB:
- KntoueBbix nap (MOCTOSIHHbLIX U BPEMEHHbIX);
- OTKPbITbIX KOYEN (BPEMEHHbIX);
- Kntouen ceccmin (BpeEMEHHbIX CUMMETPUYHBbIX);
- O6bEeKTOB PYHKLUN XELNPOBaAHUS.
e BbINOSIHEHWE KpunTorpadumyecknx npeobpasoBaHum
5.4.2. Peanusauusa kpuntonposangepa B popMe noarpyxaemblix
6nbnmnotek
NuTepdelic cpespi.dll peanusyeT uenesble dyHKUMN KPUATOrpaduUecKon 3amTbl
MHdopmauum ana WHtepdenicHon 6uMbnuoTekn kpuntonpoBangepa (cm. 5.3.1) B
BapuaHTe @yHKUMoOHMpoBaHus MO Kpuntollpo CSP 6e3 wncnosb3oBaHUs
NHTepdelica kpunTorpacduyeckoro cepsmca (cm. 5.3.2).

5.4.3. Peanusauuna kpuntonposangepa B popme agpamnsepa aapa OC
NHTepdelic  cpdrvlib.sys peanusyer noAMHOXECTBO UeneBblX  (QYyHKUUNA
Kpuntorpaduueckonm 3awmtbl uHbopMaumnm ansa  UHtepdreiicHon GubnuoTeku
KpunTtonpoBaigepa B BapnaHTte dyHkumoHnpoaHusa MO Kpuntollpo CSP B sigpe OC
Windows. [paiiBep noaaepxuBaeTt BbIMOSIHEHNE  (YHKUMA  WNdpOBaHKS,
MMUTO3alWNTbI, XeWwMpoBaHMUS, MNpPOBEPKM MNOAMUCKM U  BbIpaboTKy  KJto4vewn
cornacoBaHuss Ha 3adeMepHbIX Kw4yax. [pariBep He noaaepxuBaeT paboTty C
NMoNb30BaTeNbCKUMUM KIHOHaMMU.

5.4.4. WHTepdenc goctyna Kk dmsndyeckomy n bnoCH
Bubnuoteka cprndm.dll o6ecneumBaeT yHUPUUMPOBAHHbLIA MHTEPdENC JOCTyMna K
dunsmyeckomy ACH nnm bnoACH.

5.4.5. WHTepdencHbie moaynn 4CYH
Ob6ecneumnBaloT peanusaumto goctyna Kk tunam ACYH:

bio.dll BnoACH
accord.dll OCY MNAK "Akkopa-AMA3"
sable.dll OCY sanekTpoHHOro 3amka "Cobonb"
5.4.6. TlaHenb ynpaBneHuna pecypcamu CK3UN Kpuntollpo CSP

Ynpasnenne pecypcamm CK3UW Kpuntollpo CSP ocywectBnsercs KoMaHAHbIM
¢dannom cpconfig.cpl yepes naHenb ynpasneHunsa “Csoncrtea: Kpuntollpo CSP”. K
OCHOBHbIM CpeacTBaM ynpasrseHusas pecypcamm CK3UM  oOTHOCATCA CcpeacTtsa
ynpasneHus:

e JINLEH3NSAMN;
e [1CYH;

6mnbnmoTekamm cUnTbIBaHMSA KNOUYEeBON MHbOpMaunK;

e 3aKPbITbIMU K/IKOYAMMK U cepTUPUMKATAMN OTKPbITbIX KJltoUel;
napametpamu CK3W.

5.5. Moaynb ayteHTudmnkaumm B gomeHe Windows

Moayne  winlogonmgmt.dll ofecneunBaer ayteHTMdukaumio Ha  base
3NEeKTPOHHOI noanucK ¢ ncnonb3oBaHmem anroputmos TOCT 34.10-2001, TOCT
34.11-94.
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Moaynb ayTeHTudwmkaummn obecrneumBaeT pasrpaHMyeHWe AoCTyna K CeTM AOMEeHa
Windows nubo k nokanbHoW MawuHe Windows Ha oOCHoBe npoBepkun 2Il,
BblpaboTaHHOM C NCMOIb30BaHMEM K/toYa AOCTyMNa, pacroioOXXEeHHOr0 Ha K/1to4eBOM
HOcuUTene nosb30BaTeNd B K/AKYEBOM KOHTenHepe CK3U XKTAM.00050-03.
CepTudurKaT OTKPbLITOro Kal4Ya MNpOBEpPKM MNOAMUCK 3aHOCUTCA B CUCTEME MNpwU
perncrtpaummn nonb3osatens gomeHa Windows.

5.6. Moaynb noanep>XKum ceTeBon ayTeHTUdUKaumm
Kpuntollpo TLS

Moaynb NOAAEPXKWM  CETEBOW  ayTeHTUduKauum  peanumsyetcas B dopme
noarpyxaemorn 6ubnunotekn u peanmsyeT MOAMHOXECTBO MHTepdelica Microsoft
SSPI(SSP/AP) (cM. cooTtBeTcTBYlOWMI pa3gen MSDN). Moaynb obecneudmBaeTt
ayTEeHTUYHOE 3alULIeHHOe COeAMHEHME Mexay Mnonb30BaTeNeM U CepBepoM.
cpssl.dil, cpsspap.dll - NpuM  YyCTaHOBKE  MoAay/ns  ayTeHTudukauum
noaaepxusawuwero ayteHtudukaumio B gomeHe, cpsspcore.dll, ssp.dll - 6e3
BO3MOXXHOCTM AOMEHHOM ayTeHTUdUKaumu.

5.7. MNK3W KpunTtollpo CSP

5.7.1. WHTepdenc goctyna K KJ4YEBbIM HOCUTENSAM
Bubnuoteka cprdr.dll obecneunBaetr yHUDMUMPOBaAHHbIM MHTEpdENc goctyna K
K/Tt04YEBbIM HOCUTENSAM BHE 3aBUCMMOCTM OT UX TuUNa.

5.7.2. WHTepdencHble MOAYNN YCTPONCTB XpaHEHUSA KNOYEBOM

nHpopMaummn
Moaynu obecrneuymBaloT peanusaumio AOCTyna K KOHKPETHbIM TUMaM KIYEBbIX
HOCUTENEN U cunTbIBaTENeN:
fati2.dll - K guckoBoay u auckerte 3.5"
reg.dll - K CACTEMHHOMY pPEEeCTpy W K/lto4aM B HUX
accord.dll - k MNAK Akkopa-AM/[3
sable.dll - K 3/1IEKTPOHHOMY 3aMky "Cobonb"
dallas.dll - k cuntbiBaTento Touch-memory Dallas
ric.dll - K cMapTkapte PUK n Ockap
emv.dll - K cMapTkapte MPCOS EMV/3DES
hs.dll - K 3N1eKTPOHHOMY Kitody eToken
pcsc.dll - K cuuTbiBaTENAM CMaptkapt u eToken, nopaepxusatowmm
mHTepdeinc PC/SC
ds199x.dIl - k Tabnetkam DS1996, DS1995.

5.7.3. bubnuoTteka noaaepxXKu AoCTyrna K KA4YeBblIM HOCUTENSM
Bubnuoteka cpsuprt.dll o6ecneunBaer peanunsaumio obWMxX DYHKUMIN AOCTyna K
pa3nM4yHbIM YCTPOMCTBAM XPaHEHUS KJHOUEBbLIX HOCUTENEN.

5.7.4. Moaynb ASN1
MoppepxuBaeT @yHKUMM npeobpa3oBaHMsl CTPYKTYP [AaHHbIX B MalWHHO-
He3aBUCMMOE MNpeacTaB/ieHne.

5.7.5. Wcnonb3oBaHue knto4ven peectpa Windows

YcTtaHoBKa nporpaMMHoOro obecrnevyeHus AO/KHA NPoOV3BOAUTCS MOJSb30BaTesnieM C
npaesamMm agMuHuctpatopa. [pu 3TOM Mporpamma ycCTaHOBKM TpebyeT pgocTtyn K
cnefylowmM Kno4aM peectpa:

e HKEY_LOCAL_MACHINE - nonHbi gocTyn;

e HKEY_CLASSES_ROOT - nonHblin gocTyn.
Mpu ucnonb3oBaHmm CK3U Kpuntollpo CSP 1 co3pgaHum knodeln nonb3oBaTtenen
6e3 wucnonb3oBaHua dnara CRYPT_LOCALMACHINE TpebyeTtcsa pgoctyn K
cneayrowmM Knto4am peecrpa:
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e HKEY_LOCAL_MACHINE - yTeHue, nepeydncreHune;
e HKEY_LOCAL_MACHINE\SOFTWARE\CryptoPro\Settings\USERS -
co3faHue NOoAKIYeNn, YTeHne, nepedncneHme;
e HKEY_LOCAL_MACHINE\SOFTWARE\CryptoPro\Settings\USERS\SID -
nonHeln goctyn; SID - SID nonb3oBartens.
Mpn wncnonb3osaHmn CK3WM 1 co3gaHuu KNO4Yen C  ucnonb3oBaHuveMm dnara
CRYPT_LOCALMACHINE pononHutenbHo TpebyeTcs AOCTYN K CNeayrwmM KiyaMm
peecTpa:
e HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Settings - nonHbIN
Aoctyn.
Ons naMeHeHus koHdurypauum CK3U Kpuntollpo CSP c Mcnonb3oBaHWEM MaHesnm
ynpaeneHus (Control Panel), kpome TOro, TpebyeTcs MOMAHbLIA AOCTYN K KoYy
peectpa HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro.

MpuMmeuyaHue 1. Mo ymonyaHuio Kpmuntollpo CSP MoXeT ncnonb3oBaTb 40

65536 onucatenen kpuntorpaduyeckmx o6bekToB. [ns yBen4yeHns 3Toro

3HaveHus Heobxoammo fob6aBuTb B peecTp

(HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Cryptography\CurrentVersio

n\Parameters) napametp DWORD, paBHbili TpebyeMoMy uncny onucaTtenemn,
[nn HO He 6onee 1048576.

MpumeuaHue 2. [lonyckaeTcs XpaHEHME 3aKpbITbiX KAto4yenn B peectpe OC
npu ycnoeum pacnpoctpaHeHus Ha HDD wnu M3BM c¢ HDD TpeboBaHuii no
obpalleHnto C KA4YEBbIMU HOCUTENSIMM, B TOM 4uCie WU nocse yaaneHus
Ko4Yen n3 peecrpa.

6. Kpuntorpadpunuecknin nutepdpenc CryptoAPI

KpunTtorpadunueckuin nutepdgenc CryptoAPI no3sonsier:

1. ObecneunTb NpPUKNAAHOMY YPOBHIO AOCTYN K KpuATOorpadmuyeckmm @yHKUMAaM Ans
reHepaunmn kntoven, GopMnpoBaHna/NpoOBEPKK 3NEeKTPOHHON uMbpOoOBOM nNoanucu,
wndpoBaHusa/pacwmndpoBaHns AaHHbIX B YCNOBUAX U30MPOBAHUSA NPUKNIALAHOMO YPOBHS OT
YPOBHS peanusauui kpyntorpadunyeckmx @yHKUMn. NMpunoxeHnsaMm v npnuknagHbiM
NPOrpamMMmMCTaM He HYXHO AeTallbHO BHMKaTb B 0COOEHHOCTN peanusaumm TOro Uam MHOro
anropuTMa WA U3MEHATb B 3aBMCUMMOCTU OT anropyTtMa NpukiagHble nporpamMmbl.

2. ObecneunTb 04HOBPEMEHHOE UCMONb30BaHUE Pa3HbIX aNropuTMOB U PasINYHbIX UX
peanusaumii Kak NMporpaMMHbIX, Tak U annapaTHbIX.

Obuwasn apxutekTypa Kpuntorpadumyecknx dyHKUNIN NoKasaHa Ha puc. 1.
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CAPICOM CoM MpunoxeHus
Certificate Services g i Cutiook  § Oullook Express | Authenticode | Internet Explorer

Cerfficate Enrolment Gontrol |

Srnart Card Enrollrment Confral ‘

WuTepdreiic Crypto APl 2.0
(Y HILMM CNPEE DUHHICE GERTHMIET OB
Certificate Store Functions

(D HEL M K0P OB EH MALIEK 0 JHP DBE HUA
CEPTUMIATOR
CryptEncodeiCryptDecode (ASH. 1)

Wurepcheiic mopynei BezonmacHoe

BricomoypoEHEER 2 diyHILMK KM NTOMa MY ECHNK o .
coobwerwd Simplified Message Funcions L LT A S )

C Pro 5Ch
Huzioyp 0BHEEEIE COYHILMK KPMNTON P dMUeCcia - I@

coobwenud Low Level Message Functions Microscft Unified Securi

SSPI Protocal Provider

Basoeeie kpunTompadmueckie dyHILMuM
Base Cryplography Functions

1 !

Microsoft Base Cryplographic Provider 1.0 Crypto-Pro Cryptographic Service Provider
Gernplus GernSAFE Card GEP w10 Microsoft Strong Cryptographic Provider
Microsoft Base DES Cryptographic Provider Microsoft Enhanced DSE and Diffie- Hellman Cryptographic Prowvider
Microsoft Base D55 and Diffie-Hellnan Cryptographic Provider MWicrosoft Enhanced Cryptographic Provider v1.0

Puc. 1. Apxutektypa kpuntorpacdpmuecknx pyHkumin B OC Windows

Obwasa apxutektypa CryptoAPI 2.0 npeacrtaBneHa nsTbld OCHOBHbIMU
dYHKUMOHaNbHBLIMK TPpynnamMmn:

BasoBble kpunTorpaduyeckme GyHKUMM
K 6a30BbIM hyHKLMSAM OTHOCATCS:

- (dyHKUMM wunHUMUManNu3aumm (paboTbl C KOHTEKCTOM). ITU YHKUMK
npenocTaBNsaoT NPUIOXKEHMUIO BO3MOXHOCTb BbIOpaThb onpefeneHHbIn
Kpuntonposangep nNo TUny MMeHn nau no tpebyemon PpyHKLUNOHANbLHOCTH;

- dYyHKUMKM TreHepaumu K4Yen. IDTU  DYHKUMM nNpeaHasHadeHbl Ans
dOpMMPOBaHNSA U XPaHEHUS KPUNTO-rpadnyecknx KnoUen pasnmyHbiX TUMOB;

- (yHKUMM 0B6MeHa KkntoYaMu. DTU DYHKUMW NpeaHasHa4veHbl Ans Toro,
yTO6bl MPUNOXEHUS MOFM OBMEHMBATbCS Pa3/INYHbIMKM - TUMNAMKU  KJIHOYEBOM
MHopMaumn ansa obecneyeHnss B3anMMoOAENCTBMS Mexay coboii;

- pyHKUMN KOANPOBaHMA/AeKOANPOBaAHMUS. [aHHble PyHKUMN
npegHasHayeHbl Ans  npeobpasoBaHuMs  (KOAMPOBaHWSA) U3 BHYTPEHHEro
npeacrasneHns  obbekToB, wucnonbdyembix B CryptoAPI, BO BHewHee
npeactasneHne n obpatHo. B KayecTBe BHeEWHero npeacTaBfieHns 06bLeKToB
mncrnonb3lyetca ¢dopmat ASN.1 (Abstract Syntax Notation One), onpepeneHHbIN
cepvenn pekomeHpaumn X.680. K aToli ke rpynne @yHKUMA OTHOCUTCA Habop
dYHKUMIA, MO3BONAOWNX pacwmputb @yHKUMOHaNbHOCTb CryptoAPI nyteM
peanusaumn n perncrpaumm cob6CTBEHHbIX TUNOB 06BHEKTOB;

- dyHKkumn paboTbl CO crnpaBoYHMKaAMM cepTudukatoB. IDTa rpynna
dyHKUMN NnpegHa3HavyeHa Ana XpaHeHus n o06paboTkm cepTdUKATOB B pPas3nmMUHbIX
TUnax CcrnpaBo4YHMKOB. lpunyeM B KayeCcTBe CrNpaBOYHMKA MOryT MCMNOJIb30BaTbCs
CcaMble pas/finyHble TUMbl XpaHWAULL: OT npocToro garina Ao LDAP;

- BbICOKOYpPOBHEBbIE PyHKUMHN 06paboTkn KpunTorpadunyeckmnx
coobuweHunin. Ita rpynna ¢yHkuun (Simplified Message Functions) B nepByto
oyepenb NpefHasHayeHa ANns UCrnosb3oBaHus B npuknagHoM MO. C noMoLWbO 3TNX
PYHKUNA MOXHO
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- 3awwundpoBaTb/pacwmndpoBaTb coobuieHMe OT OAHOr0 nonb3oBaTens K
Apyromy.

- NoanucaTb AaHHbIe.

- NpoBepuTb NOANUCH A@HHbIX.

3TV GYyHKUMK (TaK Xe KakK U (PYHKUMM HU3KOrOo YPOBHS) ONEPUPYIOT
cepTudunkaTamm OTKPbITbIX Kntouen X.509 ans agpecaunm
oTnpasuTens/nonyyaTtens AaHHbiX. B kayectBe dopmaTa AaHHbIX, HOPMUPYEMbIX
dyHKUMAMN, ncnonblyetca dopmat PKCS#7 (RFC 2315) wan CMS (RFC 2630) B
Windows 2000.

- HM3KOYpOBHEBble PyHKUMM 06paboTku Kpuntorpapuyeckmx cooblieHuni.
OaHHaa rpynna dyHkumin (Low Level Message Functions) npeaHa3HadeHa Ans
aHaNornyHbIX Uefiei, 4YTo M rpynna BbICOKOYPOBHEBbIX (QYyHKUMWA, HO obnagaer
6onbwein yHKUMOHaANbLHOCTLIO M TpebyeT OT MpuKIagHoro nporpamMmMmmucra 6onee
AeTanbHbIX 3HaHWIM B 0b6nacTu NpuknagHon kpuntorpaduu.

7. BctpamBaHune CK3U B npuknagHoe MO

Mpn BcTpamBaHum CK3W Kpuntollpo CSP B npuknagHoe nporpaMMHoe
obecneyeHne [OOMKHbI  BbINOMHATLCA TpeboBaHMs pasgena 9 AOKyMeHTa
XTSAN.00050-03 90 02. Kpuntollpo CSP. PykoBoaCTBO aAMUHUCTpaTopa
6e3sonacHocTn. Obwas vacte M gokymeHTta XTAM.00050-03 90 05. Kpunto MMpo
CSP. PykoBoacTBO NporpaMmucTa.

8. TpeboBaHMsa Mo opraHM3auMOHHO-TEXHUYECKNM U
aAMUHUCTPATMBHbLIM MepaM obecrneveHus
skcnnyataumm CK3U

JO/mKHbl  BbINOMHATECA  TpeboBaHMa MO OpraHU3aunMOHHO-TEXHUYECKUM U
aAMWHUCTPaTMBHbLIM MepaM obecnedeHuns 6e3onacHocTn akcnnyaTtaumn CK3U B
obbeme pasgenoB 15 n 16 gokymeHTa XXTAW.00050-03 90 02. Kpuntollpo CSP.
PykoBoacTtBo agMuHucTpatopa 6e3onacHoctm. O6was yacTb.

8.1. TpeboBaHusa no nogkntoveHuto CK3U anga paboTol
no obLenoCTynHbIM KaHanaM nepegayvyn AaHHbIX

Mpu noakntoueHnn CK3UN k obwenocTtynHbiM KaHanaMm nepegayvn AaHHbIX AOJKHA
6bITb 0becneyeHa 6e30MacHOCTb 3aWMLEHHON CBA3W. lMpu 3TOM AO0NXKHbI 6biTb
onpeaeneHbl:

e Mopsapok nogkntodeHns CK3MN k kaHanam.
e BoigeneHo nuuo, oTBeTcTBEHHOE 3a 6e3onacHocTb paboTbl Mo 06WEenoCTyNHbIM
KaHanam.
e PazpaboTaH TMNOBOM pernaMeHT 3allMLLIEHHON CBSA3M, BKTOUAOLWWNA:
- NonTMKY 6e30MacHOCTU 3aLMLLEHHON CBA3WN.
- [OMYyCTUMbI COCTaB MNpUKIaAHbIX MPOrpaMMHbIX CpeacTB, A9 KOTOPOro
OOMKHO 6bITb MccneaoBaHo M 060CHOBAHO OTCYTCTBME HEraTMBHOIMO BJIMSIHUSA
Ha CK3WM no kaHany nepenayvn AaHHbIX.
- nepeyeHb AOMNYCTUMbIX CETEBbIX MPOTOKOJIOB.
- 3alWKUTy ceTeBbIX COeANHEHUN (NepeyeHb AOMYCTUMbIX CETEBbIX 3KPaHOB).
- CcucTeMa M CpeAcTBa aHTUBMPYCHOWN 3alUMTbI.

Mopsagok noakmtodeHns CK3UM k KaHanam CBS3M  [oaxeH ObiTb onpeaeneH
3KCNyaTUpYIoLLEl opraHusaumen.

Jlnuom, oTBeTCTBEHHbIM 3a 6e3onacHocTb paboTbl CK3M no o6uwenocTynHbIM
KaHanam, Kak npaBuio, AO/MKeH 6bITb aaMMHUCTpaTOp 6e30nacHoOCTU.
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MepeyeHb wTaTHbIX cpeacts OC, MOXET BKJOYATbLCS aAMUHUCTPATOPOM B TUMOBOM
pernameHT 6e3 npoBeaeHUsl LOMNONHUTENbHbLIX WCCNeAOBaHMN MO OLEeHKe UX
BAUSAHNS Ha CK3W. Mpwn 3TOM A0/KHbI BbIMNOSHATLCS

1. cBoeBpeMeHHOe O6HOBMEHME NpPOrpamMMHbIX CPEeACTB, BK/KOYEHHbLIX B COCTaB
pernameHTa.

KOHTpPOJb cpeabl PyHKUMOHUpoBaHusa CK3W.

ornpeaeneHne n KOHTPOsb 3@ UCMOJIb30BaHMEM CETEBbIX NMPOTOKOSIOB.
cobnogeHne npasun nonb3oBaHua CK3W u cpepon dyHKUMOHMPOBaAHMSA
CK3W.

Mpn ucnonb3oBaHun CK3U ¢ apyrMmMu CTaHA4apTHbIMKM MPOrpaMMHbIMKU CpeacTBamMu
BO3MOXHOCTb noakntoveHns CK3U k 0bwenocTynHbIM KaHanaMm nepegayvm AaHHbIX
Ao/mkHa 6blITb  onpegeneHa TOMbKO MNOC/Ae MPOBEAEHMS  AOMOJIHUTENbHbIX
MCCNefoBaHUM C OLEHKOM HEBO3MOXHOCTU HEraTUBHOIO BJIMSIHWUS HapyLuTens Ha
dyHKUMOHUpOoBaHme CK3W, wucnonb3ylowero BO3MOXHOCTUM  06LWEefOCTYMHbIX
KaHanos.

AWN

9. TpeboBaHua no 3awmte ot HCA

CK3UN Kpuntollpo CSP B BapuaHTe wucnonHenmss 1 (knacc 3awmtbl KC1) npwu
yCcnoBun BbINoONHeHUs TpeboBaHui Hacrtoswero PykosBoacTBa obecneunsatoT
3aWwnTy  KoHdMAeHUManbHOW  MHMOpPMauumM  OT  BHELWHero  HapywwuTens,
CaMOCTOSATENbHO OCYLIECTB/SWEro Cco34aHMe MeToAOB W CpeAcTB peanusauum
aTak, a TakXXe CaMOCTOSATeNIbHO peanu3yoLero ataku.

CK3WM Kpuntollpo CSP B BapuaHTe ucnosHeHusa 2 (knacc sawmtbl KC2) ¢ MAK
3awmtbl ot HCA “Cobonb” nmnbo “Akkopa AMA3” npu ycnoBuu BbINOSIHEHMUS
HacTosAwmx [llpaeBun obecneunBaloT 3aWUTy KOHMUAEHUMaNbHOW UHQOpMauum
TakXXe OT BHYTPEHHEro HapywwuTens, He sBASIOWErocs nofib3oBaTeNeM CpeacTs
BblUMCINTENIBHON  TEeXHUKW, Ha KOTopbiXx peanu3oBaHbl CK3W wn TK3K,
CaMOCTOATENbHO OCYLUECTB/ISAOWEro co3jaHve MeToAoB W CpeacTB peanusauum
aTak, a TakXxe CaMOCTOATeNIbHO peanu3yoLero ataku.

3anpelwaetca ucnonb3oBaHne CK3UW Kpuntollpo CSP B cinyyae ob6Hapy»XeHus
oTkasa obopypoBaHusa nnbo nporpammHoro obecneveHms MAK 3awmtbl ot HCA.

9.1. OpraHmsaumoHHO-TEXHUYEeCcKMe Mepbl 3awnTbl oT HC,

JonxeH 6bITb peann3oBaH CreaylWnn KOMMIEKC OpraHM3auMOHHO-TEXHUYECKNX
Mep 3awnTtbl oT HCA:

1. B cucTteMe perucTpupyeTtcs OAWH NMonb3oBaTesb C UMeHeM root,
obnagawowmii npaBamMm agMMHUCTPaATopa, Ha KOTOPOro Bo3saraeTcs
o06s3aHHOCTL KOHDUrypuposatb OC Windows, HacTpamBaTb 6e30nacHoOCTb
0OC, a Takxe KoHpurypuposaTb N3BM, Ha KoTopyto ycTaHoBneHa OC
Windows.

2. [Ons agMuHUCTpaTopa BbiIbUpaeTcsa HaAeXHbl Naposib BXo4a B CUCTEMY,
YAOBNETBOPSAOLWMIA cnegyowmm TpeboBaHmsaM: AfiMHa Napons He MeHee 6
CMMBOIOB, Cpeau CMMBOJIOB NAposisi BCTPEYAoTCs 3arjiaBHble CUMBOSIbI,
NMPOMMUCHbIE CUMBOJIbI, UUMPbI N CNeunanbHble CUMBOJIbl, CPOK CMEHbI
napons He pexe oAHOro pasa B Mecsu, AOCTYN K Naposto A0/KeH ObiTb
obecrneyeH ToNbKO Nonb3oBaTento root.

3. Bcem nonb3osatensm, 3aperncrpmposaHHbiM B OC Windows,
aAMWHUCTPATOpP B COOTBETCTBUM C NOJIMTUKON 6€30NacHOCTM, NPUHATON B
opraHusaumu, aaeT MMHMMasibHO BO3MOXHbIE 4711 HOPMasibHOW paboTbl
npaea. Kaxabiit nonb3osatesib OC Windows, He sBnsiloLwmincs
aAMUHUCTPATOPOM, MOXET NpOCMaTPUBaTb U peAaKTMpoBaTb TOIbKO CBOMU
YCT@HOBKW B paMKax npas AO0CTyna, Ha3Ha4YeHHbIX eMy
aAMUHUCTPATOPOM.

4. Ha koMnbloTepe ycTaHaBnuBaeTcs ToNbko oaHa OC Windows. He
MCMOJIb3YIOT HECTAHAAPTHbIE, USMEHEHHbIE UK OTNadouHble Bepcun OC

23



XTAN.00050-03 90 02-08. KpunTtolpo CSP. PykoBoACTBO agMMHUCTpaTopa 6e30nacHoCTy.

Ucnonb3oBaHme CK3U nop ynpasnenmem OC Windows

© N o

10.
11.

12.

13.

14,
15.

16.

17.

18.

19.

Windows Takmne, HanpuMep, kak Debug/Checked Build. Ha Bcex HDD
[oMxHa 6bITb yCcTaHoBNeHa dannosas cuctema NTFS.

5. MMpaBa goctyna k katanoram %Systemroot%\System32\ Config,
%Systemroot%\System32\SPOOL, %Systemroot%\Repair,
% Systemroot%\COOKIES, %Systemroot%\FORMS,
%Systemroot%\HISTORY, %Systemroot%\SENDTO,
% Systemroot%\PROFILES, %Systemroot%\OCCASHE, \TEMP, a Takxe
dannam boot.ini, autoexec.bat, config.sys, ntdetect.com u ntldr gonxHbl
6bITb yCTaHOBMEHbI B COOTBETCTBUM C MNOANTMKON 6e3onacHocTy,
NPUHATON B OpraHusaumm

6. [onxHbl 6bITb YCTAHOBMIEHbI OFPAaHNYEHNA Ha AOCTYN NoJib30BaTeNnen K
CUCTEMHOMY peecTpy B COOTBETCTBMW C NMPUHSATOWN B OpraHM3aumm
NoNUTMKOM 6e30nacHOCTU, UYTO peannsyeTtcsa npu nomowwm ACL nnm
yCTaHOBKOM npas Aoctyna npu Hanunume NTFS.

7. [onxHa 6bITb MCKOYEHA BO3MOXHOCTb YAaNeHHOro peaakTMpoBaHus
CUCTEMHOr0 peecTtpa.

8. [JomnxHa 6bITb NpoBeaeHa yctaHoBka SECURITY_ATTRIBUTES npoueccos
M MOTOKOB B C